15 CMD Commands Every Windows User Should Know
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1. Assoc
BN Ch\Windows\systern32omd. exe — O X
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.zip=CompressedFolder

sersh\Tinarassoc.txt
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Most files in Windows are associated with a specific program that is assigned to open the file by default. At times,
remembering these associations can become confusing. You can remind yourself by entering the command “assoc” to
display a full list of file name extensions and program associations.

You can also extend the command to change file associations. For example, “assoc .txt=" will change the file association
for text files to whatever program you enter after the equal sign. The “Assoc” command itself will reveal both the
extension names and program names, which will help you properly use this command. You can probably do this more
easily in the GUI, but the command line interface is a perfectly functional alternative.



2. Cipher

B C\Windows\systemn32\iemd.exe — O x

C:\Users\Tina>cipher

Listing C:\Users\Tina\
e Files ded to this directory will not be encrypted.

.cisco
.mediathek3
. samb

3D Obje
Contacts
Documents
Downloads
Dropbox
Favorites
Google Drive
Links
MediathekView
Music
OneDrive

Deleting files on a mechanical hard drive doesn’t really delete them at all. Instead, it marks the files as no longer
accessible and the space they took up as free. The files remain recoverable until the system overwrites them with new
data, which can take some time.

The cipher command, however, wipes a directory by writing random data to it. To wipe your C drive, for example, you'd
use the command “cipher /w:c”, which will wipe free space on the drive. The command does not overwrite undeleted
data, so you will not wipe out files you need by running this command.

You can use a host of other cipher commands, however, they are generally redundant with BitLocker enabled versions
of Windows.

3. Driverquery

B C\Windows\systemn32\iemd.exe — O x

C:\Users\Tina>driverquery -v

Module Mame Display MName ccription
State Status Accept Stop Accept Pause

OHCI Compliant Ho 1324 OHCI Compliant Ho Kernel Manual
FALSE FALSE : 16 264,866 8
C:\Windowshsy 2\drivers\1394ohci.

4,096
Jware 3war Iware Kernel Manual
Stopped ALS FALSE 81,020 )
f18/ 128 C:\Windows\system32\drivers\3ware.

ACPI Driver Microst ACPI Driver Kernel

Drivers remain among the most important software installed on a PC. Improperly configured or missing drivers can
cause all sorts of trouble, so its good to have access to a list of what’s on your PC. That’s exactly what the “driverquery”




command does. You can extend it to “driverquery -v” to obtain more information, including the directory in which the
driver is installed.

Take Back Control Over Driver Updates in Windows 10 Take Back Control Over Driver Updates in Windows 10 A bad
Windows driver can ruin your day. In Windows 10, Windows Update automatically updates hardware drivers. If you
suffer the consequences, let us show you how to roll back your driver and block future... Read More

4. File Compare

BN Ch\Windows\systern32omd. exe — O X

C:\Users\Tina\Documents\Example 1.txt"™ "C:\Users\Tina\Docume

:\USERSATINANDOCUMENTSA\Example 1.txt and C:\USERS\TINA\DOCUMENTS

2.TXT

C:3\USERSATINANDOCUMENTS\Example 1.txt
line is identical.
is EXAMPLE File 1.
C:\USERSA\TINANDOCUMENTSA\EXAMPLE 2.TXT
line is identical.
is Example File 2.
u see the subtle difference?

C:\Users\Tina>

You can use this command to identify differences in text between two files. It’s particularly useful for writers and
programmers trying to find small changes between two versions of a file. Simply type “fc” and then the directory path
and file name of the two files you want to compare.

You can also extend the command in several ways. Typing “/b” compares only binary output, “/c” disregards the case of
text in the comparison, and “/I” only compares ASCII text.

So, for example, you could use the following:
fc /1 "C:\Program Files (x86)\examplel.doc" "C:\Program Files (x86)\example2.doc"

The above command compares ASCII text in two word documents.



5. Ipconfig

B C\Windows\systemn32\iemd.exe — O x

Windows IP Configuration

Ethernet adapter Ethernet:

Connection-specific DNS ix . : telus
IPv6 Address. . . . . . . . . . . : mm m m = . m LI B

Temporary IPv6 Address. . . . . . | h'meldis sfas sm™s D/l s Bo sl o m's
Link-local IPv6 Addr A w u " "

IPv4 ﬂddre;;. = = = = o= = o = o=
Subnet Mask . . . . . . . . . . . ®mEEF "I "
Default Gateway . . . . . . . . . : "omm ="

W | I._L
ireless LAMN adapter Local Area Connection®* 1:

Media State . . . . . . . . . . . : Media disconnected
Connection-specific DNS ix :

This command relays the IP address that your computer is currently using. However, if you’re behind a router (like most
computers today), you’ll instead receive the local network address of the router.

Still, ipconfig is useful because of its extensions. “ipconfig /release” followed by “ipconfig /renew” can force your
Windows PC into asking for a new IP address, which is useful if your computer claims one isn’t available. You can also
use “ipconfig /flushdns” to refresh your DNS address. These commands are great if the Windows network
troubleshooter chokes, which does happen on occasion.

6. Netstat

BE C\Windows\system32\cmd.exe - netstat — O x

C:\Users\Tinar»netstat
Active Connections

Proto Local Address FurElEH Addres State
TCP i ™ ESTABLISHED
TCP "l & ESTAELISHED
TCP =" ESTABLISHED
TCP ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
4 ESTABLISHED
b s ol hi "aa ESTABLISHED
1% - """ CLOSE_WAIT

TCP
TCP
TCP
TCP
TCP
TCP

Entering the command “netstat -an” will provide you with a list of currently open ports and related IP addresses. This
command will also tell you what state the port is in — listening, established or closed.

This is a great command for when you’re trying to troubleshoot devices connected to your PC or when you fear a Trojan
infected your system and you're trying to locate a malicious connection.



7. Ping

B C\Windows\systemn32\iemd.exe — O x
C:\Users\Tina>ping
i TTL] [-v TOS]

[-
ist] [-k host-1list]]
-c compartment] [-p]

Usage: ping [-t] [-a] [-n count] [-
[-r count] [-5 count] [
[-w timeout] [-R] [-5 s
[-4] [-6] target name

|
[_

Ping the specified host until stopped.
To see statistics and continue - type Control-Break;
To stop - Control-C.
Resolve addresses to hostnames.
-n count Number of echo requests to send.
-1 size Send buffer size.
-f Set Don't Fragment flag in packet (IPv4-only).
-1 TTL Time To Live.
v TOS Type Of Service (IPv4-only
and has no effect on the type of

Sometimes, you need to know whether or not packets are making it to a specific networked device. That’s where ping
comes in handy.

Typing “ping” followed by an IP address or web domain will send a series of test packets to the specified address. If they
arrive and are returned, you know the device is capable of communicating with your PC; if it fails, you know that there’s
something blocking communication between the device and your computer. This can help you decide if the root of the
issue is an improper configuration or a failure of network hardware.

8. PathPing
B C\Windows\systemn32\iemd.exe — O x

C:\Users\Tina>pathping

Usage: pathping [-g i [-h maximum hops] [-1i address]
i num_gueries] [-w timeout]
t_name

Loose source route along host-list.
mum_hops Maximum number of hops to search for target.

address Use the specified source address.

Do not resolve addresses to hostnames.
period Wait period milliseconds between pings.
num_gueries  MNumber of gueries per hop.
timeout Wait timeout milliseconds for each reply.

Force using IPv4.

-6 Force using IPv6.

C:\Users\Tina>

This is a more advanced version of ping that’s useful if there are multiple routers between your PC and the device you’re
testing. Like ping, you use this command by typing “pathping” followed by the IP address, but unlike ping, pathping also
relays some information about the route the test packets take.



9. Tracert

B C\Windows\systemn32\iemd.exe — O x

C:\Users\Tina>tracert google.com

Tracing route to google.com [2607:18bB:488a:806::288e]
over a maximum of 38 hops:

node-1w7jro9gr7yB8ltri3xglak7z3k.ipve.telus.
:2170]
node-1w7jron23go7xxm8nxwy3eb638.ipvb. telus.

node-1w7jr9fenjgbk2vrgtjijbdp6.ipve.telus.
91:568
2801:4868:1:1: :d16
8:8:1841::1
368:8:1: :1e6t
5e315s87-in-xBe.1e1868.net [26087:fBbB:4806a:

— =] A s

[ax]
m

Trace complete.

The “tracert” command is similar to pathping. Once again, type “tracert” followed by the IP address or domain you’d
like to trace. You'll receive information about each step in the route between your PC and the target. Unlike pathping,
however, tracert also tracks how much time (in milliseconds) each hop between servers or devices takes.

10. Powercfg

B C\Windows\systemn32\iemd.exe — O x

:hUsershTina»powerct
followin s
Standby (
Hibernate
Hybrid Sleep
Fast Startup

g /a
tates are available on this system:

following i on this system:
Standby '
The

Standby 1
The system firmware does not support

Standby (58 Low Power Idle)
The system firmware does not support

Powercfg is a very powerful command for managing and tracking how your computer uses energy. You can use the
command “powercfg hibernate on” and “powercfg hibernate off” to manage hibernation, and you can also use the
command “powercfg /a” to view the power-saving states currently available on your PC.

Another useful command is “powercfg /devicequery s1_supported”, which displays a list of devices on your computer
that support connected standby. When enabled, you can use these devices to bring your computer out of standby —
even remotely. You can enable this by selecting the device in Device Manager, opening its properties, going to the
Power Management tab and then checking the Allow this device to wake the computer box.



“Powercfg /lastwake” will show you what device last woke your PC from a sleep state. You can use this command to
troubleshoot your PC if it seems to wake from sleep at random.

BX Administrator: Command Prompt — O x

g /energy
conds. ..

Energy efficiency problems were found.
Errors
Warnings
Informational

See C:\Windows\sy ‘\energy-report.html for more details.

kindowsh,

You can use the “powercfg /energy” command to build a detailed power consumption report for your PC. The report
saves to the directory indicated after the command finishes. This report will let you know of any system faults that
might increase power consumption, like devices blocking certain sleep modes, or poorly configured to respond to your
power management settings.

Windows 8 added “powercfg /batteryreport”, which provides a detailed analysis of battery use, if applicable. Normally
output to your Windows user directory, the report provides details about the time and length of charge and discharge
cycles, lifetime average battery life, and estimated battery capacity.

11. Shutdown

BX Administrator: Command Prompt — O x

[/hybrid]

¢ help. This is the same as typing /2.
help. This is the same as not ing any options.

Display the graphical user interface (GUI).
This must be the first option.
Log off. This cannot be used with /m or /d options.
Shutdown the computer.
Shutdown the computer. On the next boot,
restart any registered applications.
Full shutdown and restart the computer.
Full shutdown and restart the computer. After the system
rebooted, restart any registered applications.
Abort a system shutdown.
This can only be used during the time-out period.

Windows 8 introduced the shutdown command that—you guessed it!—shuts down your computer.




How to Shutdown or Sleep Windows 10 With a Keyboard Shortcut How to Shutdown or Sleep Windows 10 With a
Keyboard Shortcut The fastest way to shut down or sleep a Windows 10 computer is not with a mouse -- it's with the
keyboard! Read More

This is, of course, redundant with the already easily accessed shutdown button, but what’s not redundant is the
“shutdown /r /o” command, which restarts your PC and launches the Advanced Start Options menu, which is where you
can access Safe Mode and Windows recovery utilities. This is useful if you want to restart your computer for
troubleshooting purposes.

12. Systeminfo

BN Select ChWindows\system32\cmd.exe — O x

C:\Users\Tina>systeminfo

Name : TOP-8GTQOULC
MName : Microsoft Windows 18 Home
Version: fA Build 17134
Manufacturer:
Configuration: Standalone Workstation
Build Type: Multiprocessor Free
Registered Ouner:
Registered Organization:
Product ID: by T
Original Install Date: ] 1 : AM
Boot Time: j
Manufacturer:

1 Processor Installed.
[61]: Intel6d Family 6 Model 69 Stepping 1 GenuineInte

This command will give you a detailed configuration overview of your computer. The list covers your operating system
and hardware. For example, you can look up the original Windows installation date, the last boot time, your BIOS
version, total and available memory, installed hotfixes, network card configurations, and more.

Use “systeminfo /s” followed by the host name of a computer on your local network, to remotely grab the information
for that system. This may require additional syntax elements for the domain, user name, and password, like this:

“systeminfo /s [host_name] /u [domain]\[user_name] /p [user_password]”

13. System File Checker

BN Select Administrator: Command Prompt — O >

1) Resource Checker Version 6.8
Corporation. All rights reserved.

Scans the integrity of all protected system files and replaces incorrect versions
with
correct Microsoft versions.

/SCANNOW] [/VERIFYONLY] [/SCANFILE=<file>] [/VERIFYFILE=<file>]
[ /OFFWINDIR=<offline windows directory> /OFFBOOTDIR=<offline boot directory:»
[/OFFLOGFILE=<log file path>]]

/ SCANNOW Scans integrity of all protected sffistem files and repairs files w
ith

problems when possible.
/VERIFYOMLY Scans integrity of all protected system files. No repair operatio
n is




System File Checker is an automatic scan and repair tool that focuses on Windows system files.

How to Fix a Corrupted Windows 10 Installation How to Fix a Corrupted Windows 10 Installation System corruption is
the worst that could happen to your Windows installation. We show you how to get Windows 10 back on track when
suffering from BSODs, driver errors, or other unexplained issues. Read More

You will need to run the command prompt with administrator privileges and enter the command “sfc /scannow”. If SFC
finds any corrupt or missing files, it will automatically replace them using cached copies kept by Windows for this
purpose alone. The command can require a half-hour to run on older notebooks.

14. Tasklist
BN Administrator: Command Prompt - O Y

C:\Windows™

=t

=

M =
3 W08 W
[F T L o

= LA
=,

Console
winlogon.exe 724 Consol
services.exe (
lsass.exe
svchost.exe
fontdrvhost
fontdrvhost 144 Console
svchost.exe 968 Services

=

2,040
19,656

8
8
8
8
&
&
1
1
&
&
&
&
1
&

You can use the “tasklist” command to provide a current list of all tasks running on your PC. Though somewhat
redundant with Task Manager, the command may sometimes find tasks hidden from view in that utility.

There’s also a wide range of modifiers. “Tasklist -svc” shows services related to each task, use “tasklist -v” to obtain
more detail on each task, and “tasklist -m” will locate .dll files associated with active tasks. These commands are useful
for advanced troubleshooting.



15. Taskkill

BX Administrator: Command Prompt — O x

i viewbd.exe

5 Console
cmd . exe ] 2 Console
conhost . exe 28132 Console
SearchProtocolHost.exe Services

o
chFilterHost.ex

Services

ax. MNeither /FI nor /PID nor /IM were specified.
Type "TASKKILL /2" for usage.

\Windows\system32>taskkill -pid 19668
Sent termination signal to the process with PID 19668.

C:\Windowshsystem32>

Tasks that appear in the “tasklist” command will have an executable and process ID (a four- or five-digit number)
associated with them. You can force stop a program using “taskkill -im” followed by the executable’s name, or “taskkill -
pid” followed by the process ID. Again, this is a bit redundant with Task Manager, but you can use it to kill otherwise
unresponsive or hidden programs.

CMD Commands Recommended by Readers
These are the commands our readers use regularly:

e nbstat: “For looking up names of computers on your network.” (Vferg)

» netstat -ano | find “est”: “To get a list of processes with established CP connections.” (Eric)

» tasklist | find “[process id]”: “To get the name of the executable associated with the particular process id that
I’'m interested in.” (Eric)

e cacls: This command is “most handy to manually access hidden files and folder. (A41202813)

e net use: “To map drives of networked CNC machines.” (Jimbo)

» chkdsk /f C: “Checks your C: partition hard disk for errors and fixes bad sectors.” (Kai M)

e Schtasks: To schedule tasks. (Teddy)



