Sysinternals Process Monitor Real-time file system, registry, and process monitoring

Sysinternals Process Monitor runs on a Windows device and uses a filter driver to log real-time file system, registry, and
process/thread monitoring. It is a vital tool for troubleshooting Windows and combines the capabilities of two older
Sysinternals tools: filemon and regmon.

¥ Process Monitor - Sysinternals: www.sysinternals.com - m] X

File Edit Event Filter Tools Options Help

BEILNENYAO & F L1 EE

Time ... Process Name Sess.. PID Arch.. Operation Path Result Detail Date & Time Image Path ()

12:42... W svchost exe 3132 64bit RegCloseKey =~ HKLM\SYSTEM\Setup SUCCESS 5/25/2021 12:42.... C:\Windows'syste..
v 3132 e4bit RegOpenKey  HKLM SUCCESS Desired Access: M... 5/25/2021 12:42:... C:\Windows'syste...

3132 64bt [ FRegQueryKey  HKLM SUCCESS Query: Handle Tag... 5/25/2021 12:42.... C:\Windows\syste..

3132 64bt [ RegOpenKey  HKLM\system'\Setup SUCCESS Desired Access: R... 5/25/2021 12:42.... C:\Windows"syste...

3132 64bt  [fRegCloseKey  HKLM SUCCESS 5/25/2021 12:42:... C:\Windows'syste....

3132 e4bit RegQueryValue HKLM\SYSTEM\Setup'\SystemSetupin... SUCCESS Type: REG_DWO... 5/25/2021 12:42.... C:\Windows'syste..

3132 e4bit RegCloseKey = HKLM\SYSTEM\Setup SUCCESS 5/25/2021 12:42:... C:\Windows'syste....

3132 64bit RegOpenKey  HKLM SUCCESS Desired Access: M...5/25/2021 12:42.... C:\Windows'syste..

3132 e4bit RegQueryKey  HKLM SUCCESS Query: HandleTag... 5/25/2021 12:42.... C:\Windows\syste...

3132 64bt  [fRegOpenKey  HKLM\system\Setup SUCCESS Desired Access: R... 5/25/2021 12:42.... C:\Windows'\syste...

3132 64bt i RegCloseKey  HKLM SUCCESS 5/25/2021 12:42.... C:\Windows'syste..

3132 64bt  [ff RegQuenyValue HKLM\SYSTEM\Setup\SystemSetupln... SUCCESS Type: REG_DWO... 5/25/2021 12:42.... C:\Windows\syste...

3132 64bit  [f RegCloseKey = HKLM\SYSTEM‘\Setup SUCCESS 5/25/2021 12:42:... C:\Windows'syste..
3132 64bit - ReadFile C:\Windows"System32\wbem\Reposto... SUCCESS Offset: 21,766,144,..5/25/2021 12:42.... C:\Windows'syste...
3132 64bit  [°" ReadFile C:\Windows"System32\wbem"‘Repostto... SUCCESS Offset: 21,864,448... 5/25/2021 12:42.... C:\Windows'syste..
3132 64bit ~ ReadFile C:\Windows"System32\wbem\Reposio... SUCCESS Offset: 11,190.272... 5/25/2021 12:42.... C:\Windows'syste...
3132 64bit - ReadFile C:\Windows"System32\wbem\Reposto... SUCCESS Offset: 21,856,256,...5/25/2021 12:42.... C:\Windows\syste..,
3132 64bit - ReadFile C:\Windows"System32\wbem\Reposio... SUCCESS Offset: 21,748,760....5/25/2021 12:42.... C:\Windows'syste..
3132 64bit - ReadFile C:\Windows"\System32\wbem\Reposto... SUCCESS Offset: 21.897.216...5/25/2021 12:42.... C:\Windows'syste...
3132 B4bit . ReadFile C:\Windows\System32\wbem\Reposto... SUCCESS Offset: 21,782,528....5/25/2021 12:42:... C:\Windows'syste..
3132 64bit - ReadFile C:\Windows"System32\wbem\Reposto... SUCCESS Offset: 21,823,488...5/25/2021 12:42.... C:\Windows'syste...
3132 64-bit C:\Windows'\System32\wbem"\Reposito... SUCCESS Offset: 21.807.104....5/ 51’2021 12:42.... C:\Windows'syste..
3132 64bit 2 e C:\Windows\System32\wbem\Reposito_.. SUCCESS Offset: 21.733,376.. 5/ -42:... C:\Windows\syste

20 0000000000000 ONIO0000000000D0D0000DD0O00DO0O0O0O

3132 64bit - C:\Windows"System32\wbem\Reposto... SUCCESS Offset: 23.044.096...‘5/251’2021 12:42.... C:\Windows\syste...
3132 64-bit 3!‘;F{eatdFie C:\Windows\System32\wbem"\Reposito... SUCCESS Offset: 21,880,832....5/25/2021 12:42.... C:\Windows\syste..
3132 64-bit 3v';F"{eadFie C:\Windows'System32\wbem"\Reposito... SUCCESS Offset: 21,692.416...5/25/2021 12:42.... C:\Windowssyste...
3132 64-bit 3‘ ReadFile C:\Windows\System32\wbem"\Reposto... SUCCESS Offset: 21,651,456,...5/25/2021 12:42.... C:\Windows'syste..
3132 64bit 3- ReadFile C:\Windows"System32\wbem'\Reposito... SUCCESS Offset: 21,889,024,..5/25/2021 12:42.... C:\Windows\syste...
3132 64bit ; ReadFile C:\Windows\System32\wbem\Reposto... SUCCESS Offset: 22,036,480....5/25/2021 12:42.... C:\Windows\syste..
3132 64bit - ReadFile C:\Windows'System32\wbem\Reposito... SUCCESS Offset: 23,543,808... 5/25/2021 12:42.... C:\Windows\syste..
3132 64bit 3v',—l‘ieachie C:\Windows"System32\wbem\Reposto... SUCCESS Offset: 21,790,720... 5/25/2021 12:42.... C:\Windows\syste...
3132 64-bit 3’;Readﬁe C:\Windows\System32\wbem"\Reposito... SUCCESS Offset: 21,774,336....5/25/2021 12:42.... C:\Windows\syste..
3132 64bit :'!';Readﬁe C:\Windows'\System32\wbem"\Reposito... SUCCESS Offset: 21,954,560... 5/25/2021 12:42.... C:\Windows\syste...
3132 B4bit 3' ReadFile C:\Windows\System32\wbem'\Reposto... SUCCESS Offset: 21,643,264,..5/25/2021 12:42.... C:\Windows'syste..
3132 64-bit av";Re:adFie C:\Windows"\System32\wbem\Reposito... SUCCESS Offset: 20,332,544,...5/25/2021 12:42.... C:\Windows\syste...
3132 64bit . ReadFile C:\Windows"\System32\wbem"\Reposito... SUCCESS Offset: 21,757.952....5/25/2021 12:42.... C:\Windows\syste..
3132 e4bit E'v‘;Rt;a«'JFie C:\Windows"System32\wbem\Reposito... SUCCESS Offset: 21,921,792... 5/25/2021 12:42.... C:\Windows\syste..
3132 64bit iv,-l:ieachie C:\Windows"System32\wbem\Reposto... SUCCESS Offset: 21,831,680....5/25/2021 12:42.... C:\Windows'\syste...
3132 64-bit ?’ ReadFile C:\Windows"\System32\wbem"\Reposito... SUCCESS Offset: 21,848,064....5/25/2021 12:42.... C:\Windows\syste..
3132 64bt  [fRegOpenKey  HKLM SUCCESS Desired Access: M... 5/25/2021 12:42:... C:\Windows\syste....
3132 64bit RegQueryKey  HKLM SUCCESS Query: Handle Tag... 5/25/2021 12:42.... C:\Windows'syste..
1132 Rdhit RenlinenKew HKI Mievstem\ Satin CIFCFSS Nesired Arcess R G/25/M121 12247 -\ Windaws\susts v
Showing 125,034 of 366,792 events (34%) Backed by virtual memory

Process Monitor user interface

Process Monitor requires no installation. You simply download the executable, then copy it to your target endpoint and
run it directly. It does require administrative rights to run.

As a quick and straightforward example, I'm going to show how | use Process Monitor to capture the settings that drive
certain parts of the Windows user interface. In end-user computing, we are often asked to make specific parts of the Ul
look a particular way for our users. While there are sometimes Group Policy Objects and Intune settings that can help us
with setting up the user interface in this way, these settings can be unsuitable or difficult to find. In these cases, Process
Monitor can help us identify the settings in use so that we can manage them centrally.

The first thing to do is replicate the change to the settings while Process Monitor is running. Be aware that Process
Monitor will generate a lot of data, as it records everything that happens on the system. So, it is prudent to keep the
amount of time you run Process Monitor to a minimum.

Start Process Monitor on the device you are going to make the changes on, and then turn off the capture by clicking File
> Capture Events.



Next, clear the already captured events by clicking Edit > Clear Display.

£ Type here to search

Process Monitor capture activity

IZ¥ Process Monitor - Sysintemals: www.sysinternals.com
File Edit Event Filter Tools Options Help
Open.. e AN | E 4 oM
Save... Ctid+S Path Resul Detad |
Backing Files... C\Windows'\System32\shlwapi dil SUCCESS Offset: 312,832, Le.
C\Windows'\System32\thumbcache ol SUCCESS Offset: 372,736, Le...
v Capture Events Ctrl+E C:\ProgramData'\Microsoft\Windows De.. SUCCESS Offset: 15,294 464, .
] yKey  HKCU\Software'Classes SUCCESS Query: Name
Export Configuration... yKey  HKCU\Software'Classes SUCCESS Query: HandleTag...
5 : yKey HKCU\Software'\Classes SUCCESS Query: Handle Tag...
Impert Configuration... WKey  HKCU\Software'Classes\Directory SUCCESS Desired Access: A..
Z yKey  HKCU\Software'Classes\Directory SUCCESS Query: Name
2 yKey ~HKCU\Software'\Classes\Drectory ~ SUCCESS Query: HandeTag
10:22:... 'y Explorer EXE 3468 @ RegQueryKey  HKCL\Software'\Classes\Directory SUCCESS Query: HandleTag...
10:22:... T Explorer EXE 3468 #{RegOpenkey  HKCU\Software'Classes\Drectory\Shel.. NAME NOT FOUND Desired Access: Q..
10:22.... ' Explorer. EXE 3468 @LRegOpenKey  HKCR\Directory\ShellEx\lconHandler ~ NAME NOT FOUND Desired Access: Q..
10:22:... " Explorer. EXE 3462 @CReglueryKey  HKCU\Software'Classes SUCCESS Query: Name
10:22:... 'y Bxplorer EXE 3463 X ReglueryKey  HKCU\Software'\Classes SUCCESS Query: HandeTag...
10:22: . 'y Explorer EXE 3463 @ ReglueryKey  HKCU\Software'Classes SUCCESS Query: Handle Tag
10:22:... py Explorer EXE 3468 @X{RegOpenkey  HKCUN\Software'\Classes'\Folder NAME NOT FOUND Desired Access: R...
10:22.... ' Explorer. EXE 3468 @RegOpenkey  HKCR\Folder SUCCESS Desired Access: R...
10:22:... ' Explorer. EXE 3468 @{RegQueryey  HKCR\Folder SUCCESS Query: Name
10:22:... T Explorer EXE 3462 @¥ReqOueryey  HKCR\Folder SUCCESS Query: HandleTag...
10:22:... T Explorer EXE 3463 #ReqOpenkey  HKCU\Software'\Classes'\Folder\ShellE.., NAME NOT FOUND Desired Access: Q..
10:22:.. fwbploer EXE 3468 @RecQueryKey  HKCR\Fokder SUCCESS Guery: HandeTag. .
10:22:... T Explorer. EXE 3468 @lRegOpenkey  HKCR\Folder\ShelEx\lconHandier NAME NOT FOUND Desired Access: Q..
10:22.... Ty Explorer EXE 3468 @{RegQueryKey  HKCU\Software'Classes SUCCESS GQuery: Name
10:22.... ' Explorer EXE 3468 ELRegluery HKCU\Software\Classes SUCCESS Guery: HandeTag..
10:22:... i Explorer. EXE 3463 @ReglueryKey  HKCLM\Software'Classes SUCCESS Query: HandeTag..
10:22:... sy Exploser EXE 3468 @LRegOpenkey  HKCU\Software\Classes\AllFilesystemO... NAME NOT FOUND Desired Access: R..
10:22:... ‘s Explorer EXE 3468 @{RegOpenKey  HKCR\AllFlesystemObjects SUCCESS Desired Access: R...
10:22: .. ' Explorer. EXE 3468 @{ReqQueryKey  HKCR\AllFilesystemObjects SUCCESS Query: Name
10:22:... 'ry Explorer. EXE 3468 #Reqluerykey  HKCR\AlFilesystemObjects SUCCESS Query: Handle Tag...
10:22:... [y Exploser EXE 3468 @{RegOpenkey  HKCU\Software'Classes\AlFilesystemO... NAME NOT FOUND Desired Access: Q..
10:22: .. Ty Explorer EXE 462 @ReqOueryKey  HKCR\AlRlesystemObjects SUCCESS Query: HandleTag...
10:22: . T Explocer EXE 2468 @{ReqOpenKey  HKCR\AlFlesystemObjects\ShelEx\lco. NAME NOT FOUND Desired Access: Q
10:22:... T Explorer. EXE 3468 @LReqQueryKey  HKCU\Software'\Classes\Drectory SUCCESS Query: Name
10:22;... T Explorer EXE 3468 @ReglueryKey  HKCU\Software'Classes'Drectory SUCCESS Query: HandleTag...
10:22.... T Explorer EXE 3463 @RegOpenkey  HKCR\Directory SUCCESS Desired Access: M.
10:22:... ' Explorer EXE 3468 @l ReglueryValue HKCU\Software'\Classes\Directory\Doc... NAME NOT FOUND Length: 12
10:22:... [ Explorer EXE 3468 @t ReglueryValue HKCR\Directory'\DocObject NAME NOT FOUND Length: 12
10:22:... ' Explorer EXE 3463 @LReglloseKey  HKCR\Directory SUCCESS
10:22:... 'py Explorer EXE 3468 ELReglueryKey HKCU\Software'Classes Directory SUCCESS Guery: Name
10:22:... ' Explorer. EXE 3468 ELRegluery HKCU\Software \Classes \Directory SUCCESS Query: HandleTag...
1023 o Evnlewer EXE LS S Bl en ks HECL L St (lasses\Dwecton SINCESS e Hamedls Tan Ry
Showing 43,542 of 129,075 events (33%) Backed by virtual memaory

File
=

The Process Monitor window should now be empty, as shown below:

Edit | Event Filter
Copy
Find...
Find Highlight
Find Bookmark

Auto Scroll

Showing 71,887 of 265,258 events (27%)

2¥ Process Monitor - Sysinternals: www.sysinterals.com
Tools Options Help

wkc | MR HB LN

CulsF
F4 e

F6 e
Ctriea  JeryKey

CtrlsX  JeryKey
e L
3468 @ RegQueryKey
3468 @{RegOueryKey
3468 @ RegQueryKey
3468 @ RegOpenkKey
3468 @ ReqOpenKey
3468 @ RegQueryKey
3468 @RegQueryKey
468 @ RegOueryKey
2468 @ RegOpenKey
3468 @ RegOpenKey
3468 @fRegQueryKey
468 @RegQueryKey
3468 @ RegOpenkey
3468 @ RegQueryKey
3468 @ RegOpenKey
3468 @ReqQueryKey
3468 @ RegQueryey
3468 @ RegQuenKey
3463 @ RegOpenkey
3468 @ ReqOpenKey
3468 #¥RegQueryKey
468 @ RegQueryKey
3468 @ RegOpenkey
3468 @fRegQueryKey
3468 @ RegOpenkey
3468 @Y RegQueryKey
3468 @ RegQueryKey
3468 @ RegOpenkey
468 @ ReglueryValue
3468 @ RegOueryValue
469 @ RegCoseKey
3468 @ RegQueryKey
3468 @ ReqQueryKey

L Type here to search

Path Result Detail
C:\Windows'\System32\shiwapi di SUCCESS Offset: 312,832, Le..
C\Windows'\System32\thumbcache dl  SUCCESS Offset: 372736, Le
C:\ProgramData'\Microsoft \Windows De...SUCCESS Offset: 15,294,464, .
HKCU\Software\Classes SUCCESS Cuery: Name
HKCU\Software'Classes SUCCESS Query: HandleTag
HKCU\Software Classes SUCCESS Guery: HandleTag. ..
HKCU\Software \Classes'\Directory SUCCESS Desired Access: R...
HKCU\Software \Classes'\Directory SUCCESS Query: Name
HKCUNSoftware \Classes\Directory SUCCESS CQuery: HandleTag...
HKC U\ Software'\Classes \Directory SUCCESS Query: HandleTag...

HKCU\Software \Classes '\ Directory'Shel.

HKCR\Directory\ShellEx\lconHandler ~ NAME NOT FOUND Desred Access: Q...
HKCU\Software Classes SUCCESS Guery; Name
HKCU\Software'\Classes SUCCESS Guery: HandleTag...
HKCU\Software'\Classes SUCCESS CQuery: HandleTag...
HKCU\Software \Classes'\Folder NAME NOT FOUND Desred Access: R...
HKCR\Folder SUCCESS Desred Access: R...
HKCR\Folder SUCCESS Guery: Name
HKCRVFolder SUCCESS Guery: HandleTag...
HKCUNSoftware'\Classes'\Folder\ShellE... NAME NOT FOUND Desred Access: Q...
HKCR\Folder SUCCESS Query: HandleTag...
HKCR\Folder' Shel Ex\lconHandler NAME NOT FOUND Desired Access: Q
HKCU\Software Classes SUCCESS Query: Name
HKCU\Software \Classes SUCCESS Query: HandleTag...
HKCUNSoftware \Classes SUCCESS Query: HandleTag...
HKCU\Software \Classes\Al FlesystemO... NAME NOT FOUND Desred Access: R..
HKCR\AlFilesystsmObjects SUCCESS Desired Access: R
HKCR\AlFilesystemObjects SUCCESS Guery: Name
HKCR\AlFilesystemObjects SUCCESS Guery: HandleTag
HKCU\Software'Classes Al FlesystemQ... NAME NOT FOUND Desired Access: Q...
HKCR\AlFilesystemObjects SUCCESS Guery: HandleTag...
HKCR\AlFilesystemObjects'\ShelEx\lco... NAME NOT FOUND Desired Access: Q...
HKC U\ Software \Classes'\Directory SUCCESS Query: Name
HKCU\Software \Classes \Directory SUCCESS Query: HandleTag...
HKCR\Directory SUCCESS Desired Access: M...
HKCUNSoftware \Classes \Directory'\Doc... NAME NOT FOUND Length: 12
HKCR\Directory'\DocObject NAME NOT FOUND Length: 12
HKCR\Directory SUCCESS
HKCU\Software Classes \Directory SUCCESS Guery: Name
HKC UM Software \Classes \Dirsctory SUCCESS Query: HandieTag...
iClasses \Dicectone _ SIICCES Chios: HaodeTao.

Backed by virtual memory

Process Monitor clearing activity

NAME NOT FOUND Desred Access: Q...

>




 Pravms Muritar - Sraimtamiis e ntsnch s E
Fiz Edit Eeonl Fite Tach  Oglome Hep

|l KBF S A H| A8 HELSH

Tew . Procevs Mowe Pl Cocason Pah Fewl Cetsl

o s gt abisd) Bk by vitid iy
]

o LI -
Process Monitor activity cleared

B Type sere o seardh =

Now, get ready to make the changes you are trying to capture. For instance, if you are capturing something in a specific
application, open the application so that you do not generate all the extra noise from the application launch. As we are
simply capturing some desktop settings, though, we just need to be at the Windows desktop.

Start the capture again by clicking File > Capture Events, and then make the changes you want. Below is a short video
clip showing the capture being made. When you have finished, stop the capture again by clicking File > Capture Events.

You can see that we have changed the settings for small Taskbar icons, turned off Cortana, Task View, and Search, and
set "Show file extensions" in Explorer.

We now need to parse the Process Monitor output to find which operating system settings correspond to making these
changes. You can also save the Process Monitor output, if required, as a PML file so that you can view the logged output
on another computer, if you so desire. You do this by clicking File > Save and selecting the path as below, or you can
simply parse the output on the device you have captured it on.

=

File Edit Event Filter Tools Options Help
FHABPE(TASG D AF XBATH

Time ... Process Name PID Operation Path

10:27.... 'y Explorer EXE 3468 @¥RegQueryiey  HKCU\SOFTWARE\Microsoft\Window
10:27.... 4 Explorer EXE 3468 @RegOpenKey  HKCU\SOFTWARE:\Microsoft \Window
10:27:... 11 B 5ave To File x
10:27:... W-ta

10:27.... W-1a .

10:27.... W-ta EVErtE 1 cewe=

10:27.... ® (O Al events

10:27.... (® Events displayed using current filter

02w 7 Ao e profing vt

10:27... W (O Highlighted events

1027.. —

10:27...

13: g?:__ (® Native Process Monitor Format (PML)

10:27-.. (O comma-Separated Values (CSV)

13%; (O Extensible Markup Language (ML)

}ﬂlz? — Indude stack traces (will incorease file size)

10:27... & Resolve stack symbols (wil be slow)

10:27....

:g;g;g--- r: Path: | C:\Users\-admin-jrankin\Desktop\Logfile PM_

10:27...

1027 [Coc ][ conce
10:27... & - - —

10:27.. & 1344 @¥RecQuenValue HKCU\SOFTWARE \Microsoft\Window

Saving Process Monitor output

To parse the output, we need to cut out as much extraneous noise as possible. You will notice that our 40-second
capture has logged 309,183 events! It is important to understand what sort of settings you are looking for to cut this
down.

Open the filtering menu by clicking Filter > Filter, which will display as below:
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Filtering Process Monitor output

There are already some default exclusions in place that keep out Process Monitor's own entries and low-level system
processes; you should leave these in place for most situations.

First, you need to select what you want to filter by. For instance, if you are working with a setting in a specific
application (such as the browser), you can initially filter by process name. As we are looking for changes that were made
in the shell process (Explorer), we will create our first filter, as below.
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Filtering Process Monitor output by process name
Don't forget to click Add after you have created the filter.

If you click OK, you can see that we've filtered 300,000 events down to about 66,000, but this is still a lot!

Showing 66,149 of 309,183 events (21%) Backed by virtual memory

Process Monitor number of filtered events

So, let's add a second filter. This time, we will look specifically for writes to the registry by the Explorer process, as the
registry is where configuration changes in Window are commonly (although not exclusively) held.

Create the next filter by setting it to Operation Is RegSetValue.
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Filtering Process Monitor by operation

Once you have added and applied this filter, we now have 178 events to look at. Compared to 300,000, this is a much
more manageable number.
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Reducing the number of Process Monitor events

You could try to filter this further, if required. For instance, | know that some of the settings shown are writing to
HKCU\Software\Classes, which my experience tells me is unlikely to be useful data. So | can apply a further filter to tune
these out by adding a filter of Path Contains HKCU\SOFTWARE\Classes Exclude as below:



B Process Monitor Filter ®

I::m:lay entries matching these conditions:

path | [contams < || HeUSOFTWARE Classes | then [~
Fessl Add Remave
Coblumn Redation Walue
P Frocess N = Explorer EXE
M@ Operation = RegSel\c'aLue
|
%
%5
=
IR Operaticn  begin with IRP_MJ_ Exchude
1Y Operation  begins wih FASTIO_ Exchade
=16 Resut begins wih FASTID Exchade
=Y Path ends with pagedie sys Exchade
M3 Peh ends wih s Exchde
=Y Pah ends with S Min Exchade
K3 Fah ends with SLagFile Exchade
63 Pah ends with SVolime Exchale
I Pah ends with SitrDed Exchade
I Pah ends with SAoot Exchude
=Y Pah ends with skitmap Exchade
I Path ends with $Boct Exchude
Zl16d Pah ends with SBadClus Exchade
163 Path ends wih SSecure Exchade
Zopah ends with SlipCase Exchude
= Pah cortsing SEdend Exchude
=1 Path cantaing HKCUNSOFTWARE Classes  Exclude
16D Evert Class = Prefing Exchade

e
Filtering Process Monitor by path

Now, | have 138 events in total, which is a reasonable number for an administrator to pick through.
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Further reducing the number of events

From this point onward, it becomes a matter of using common sense or even trial and error to pick out the required
settings. We can easily pick out the setting forshow  file extensions, which is
HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\Advanced\HideFileExt.



File Edit Event

|ZF Process Monitor - Sysinternals: www.sysinternals.com
Tocls Options Help

10:28:... gy Explorer EXE
10:28:... “gu Explorer EXE
10:28:... gy Explorer EXE
10:28:... “py Explorer EXE
10:28:... "y Explorer EXE
10:28:.. E-.ErplorerEXE

PID Operation

3468 @ RegSetValue
3468 @ RegSetValue
3468 @4 RegSetValue
3468 @ RegSetValue
3468 @4 RegSetValue
3468 @¢RegSetValue
3468 @ RegSetValue
3468 @4 RegSetValue
3468 @ RegSetValue

_*iRegSetValue

3468 @ RegSetValue
3468 @2 RegSetValue
3468 @ RegSetValue
3468 @ RegSetValue
3468 @ RegSetValue

FHIABETAS B AR B LTM

Time ... Process Name

Path

HKCU\SOFTWARE \Microsoft\Windows\Shell\Bags' 1\Desktop\Group By Key-PID
HKCU\SOFTWARE\Microsoft\Windows'\Shell\Bags\1\Desktop\GroupBy Direction

HKCUN\SOFTWARE \Microsoft \Windows'\Shell\Bags\1\Desktop\lconLayouts

HKCUNSOFTWARE \Microsoft\Windows'\Shell\Bags\1\Desktop\lconName Version
HKCU\SOFTWARE\Microsoft\Windows\Cument Veersion" Explorer\UserAssist\{CEBFF 5CD-ACE2-4F 4F-9178-9926F 41749EA)\Count \2vpebfbsg Jvaabif Rkcybere
HKCUNSOF TWARE \Microsoft \Windows \Cument Version\Explorer'\User Assist \{CEBFF5CD-ACE2-4F 4F-9178-9926F 41749EANCount \HRZR _PGYFRFFVBA

HKCUNSOFTWARE \Microsoft \Windows\Cument Version\Explorer’\Shell State

HKCU\SOFTWARE \Microsoft\Windows \Cument Version\Explorer\Advanced\Hidden

HKCU\SOFTWARE \Microsoft\Windows\Cument Version\ Explorer\ Advanced"\ShowCompColor
HKCU\SOF TWARE \Microsoft \Windows\Current Version\Explorer\ Advanced\HideFile Ext
HKCUASOFTWARE \Microsoft\ Windows \Cument Version\Explorer‘\Advanced'\Dont PrettyPath
HKCUNSOFTWARE\Microsoft \Windows \Cument Version\Explorer’\Advanced"\ShowInfo Tip
HKCU\SOFTWARE\Microsoft \Windows\Cument Version'\Explorer\Advanced\Hidelcons
HKCUNSOFTWARE \Microsoft \Windows \Cument Version\Explorer\Advanced\MapNet Drv Btn
HKCUNSOFTWARE\Microsoft\Windows\Cument Version\Explorer\Advanced \WebView

HKCU\SOFTWARE \Microsoft \Windows\Cument Version\Explorer'\Advanced\Filter

2468 @ RegSetValue

Asrn A _foiL

HKCUNSOFTWARE \Microsoft \Windows'\Cument Version\Explorer\Advanced\Show SuperHidden

Lisr s fAFTILAAF AL AT F3 .

Hiding file extensions

If you then double-click the highlighted setting, it will show you the value that has changed.

£7 Event Properties - m] X

Event Process Stack

Date: 20/10/2022 10:28:08.9591728

Thread: 684

Class: Registry

Operation: RegSetvalue

Result: SUCCESS

Path: HKCU\SOFTWARE WMicrosoft\Windows \CurrentVersion \Explorer \Advanced \HideFieExt
Duration: 0.0000103

Type: REG_DWORD

Length: 4

Data: Q

=T
Displaying the details of a changed value

12| [ 3] Conext Highiighted

So we know now from this that the setting we changed, which set Show file extensions to positive, is driven by a registry
value located in HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\Advanced, is called HideFileExt, and
which needs to be set to a DWORD value of 0 for the setting to be the way we want it.

By parsing the rest of the output, we can pull out other settings that seem to apply to the ones we have changed.
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Parsing the remaining Process Monitor output
Here are a few other useful settings:
Changing Taskbar icons to small:
HKEY_CURRENT_USER\SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\Advanced\TaskbarSmallIcons
DWORD 1
Removing Search: HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Search\SearchboxTaskbarMode DWORD ©

Removing Task View button:
HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\Advanced\ShowTaskViewButton DWORD ©

Removing Cortana:
HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\Advanced\ShowCortanaButton DWORD ©

It is then quite simple to create a Group Policy preference item (or to use another method) to enforce or suggest any
combination of these settings, if required.

Hide Task View button (Order: 4)
General
Action Create
Properties
Hive HKEY_CURRENT_USER
Key path Software'\Microsoft\Windows\Cument Version' Explorer\Advanced
Value name Show Task ViewButton
Value type REG_DWORD
Value data 0x0 (0}
Common
Options
Stop processing items on this extension if an emor occurs on this item No
Run in logged-on user's security context (user policy option) No
Remove this tem when it is no longer applied No
Apply once and do not reapply No

Using Group Policy preferences to deploy settings

Process Monitor can also be very useful for diagnosing application crashes or misbehavior. For instance, when
confronted with an application that throws an error when run without admin rights, Process Monitor can quickly
pinpoint the issue.



In this case, | simply run the application and then create a filter that looks for any instances of Access Denied in the
Result entry, as applications often require admin rights because of a lack of permissions to either the file system or the
registry.

& Process Monitor Filter *
Display entries matching these conditions:
Result v contsins || access denied v] then Indude ~
et Remoe
Column Relation Value Action
A€ Resuit contains access denied Include
] o ProcessN... is Procmon exe Exclude
= Q Process N... is Procexp exe Exclude
|| o Process N... is Autoruns exe Exclude
=] e Process N... is Procmon64.exe Exclude
= 9 Process N... is Procexpfd exe Exclude
%) 0 Process N... is System Exclude
1€Q Operation  begins with IRP_MJ_ Exclude
€ Operation  begins with FASTIO_ Exclude
A3 Resuit begins with FAST IO Exclude
M€ ran ends wh pagefie sys Exclude
€3 rath ends with SMt Exclude
M Qran ends with SMALMir Exclude
M€ ran ends wih sLogFie Exclude
A€ rah ends with $Volume Exclude
M Qran ends with shitrDef Exclude
@ rah ends with SRoot Exclude
M@ rah ends with $Bimap Exclude
MQran ends wih $Boot Exclude
=[x ends with $BadClus Exclude
M@ rah ends wih $5ecure Exclude
@ ran ends with SUpCase Exclude
M@ ran contains SExend Exclude
e EventClass s Profiing Exclude
oK Cancel Apply

Filtering Process Monitor by Access Denied

You should see then pretty quickly if there are any places the application is trying to write where access is not working.

fame

EXE
EXE

File

2372 EhCreateFile

IZF Process Monitor - Sysinternals: www.sysinternals.com
Edit Event Filter

Options Help

Path

C:\New folder
C:\New folder

FE ARE| A D AN X AIN

PID Operation
2244 T iCreateFile

Result

ACCESS DENIED
ACCESS DENIED
ACCESS DENIED

3797 #¥ ReaCreateKey  HKIN\S-1-5-01-A78947R57-97ANARINN-IG9474N51-11NA\SOFTWAR  ACCFSS NFENIFD

- g X

Desired Access: Read Data/List Directory, Synchronize, Disposition: Create, Optic
Desired Access: Read Data/List Directory, Synchronize, Disposition: Create, Optic
Desired Access: Read Data/List Directory. Synchronize, Disposition: Create, Optic
Desired Access: Maximum Allowed

Events where access was denied

You can then simply rectify the application's problem by applying the correct permissions to the file system areas where
it is trying to write.

Process Monitor can also be run at startup, if necessary, by enabling Boot Logging as below. Note that this will create
very large output files, though, so be aware if you are low on disk space.
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Enabling boot logging

One final point to make about Process Monitor is that, as it uses a filter driver, other applications that also use filter
drivers (e.g., Ivanti, FSLogix) may give misleading or incorrect results. To ensure that you are getting the right
information, you should disable or adjust the altitude of any other filter drivers that may be overlaying the user session.



