Synology NAS OpenVPN Setup & Configuration
https://www.wundertech.net/synology-nas-openvpn-server-setup-configuration/

In this tutorial, we will look at how to set up OpenVPN on a Synology NAS. OpenVPN allows you to securely access your
NAS (and even your local network) while remote. In general, VPN servers are the most secure way of accessing your
Synology NAS when you’re remote.
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Synology NAS OpenVPN Setup & Configuration

Follow the steps below to configure OpenVPN on a Synology NAS following best practices.

Installing the VPN Server Package

1. Open the Package Center and install the VPN Server application.
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2. Open the VPN Server application and navigate to the OpenVPN section.

3. Enable OpenVPN Server. Change the Dynamic IP address range and maximum connection properties to your
desired settings (this is the IP address the VPN clients will use and the total number of connections per account).

Since this setup allows you to access your Synology NAS remotely, you must enable allow clients to access
server’s LAN, as well as verify TLS auth key.

l&l VPN Server ?7 = B X
Manage VPN Service OpenVPN
BB Overview v/ Enable OpenVPN server
#® Connection List Dynamic IP address: 10 |.| S . 0 i
Maximum connection number: 5 =
= Log
Max connections of an account: 3
General Settings
e ¢ Port: 1194
oa Privilege Protocol: UDP -
Set up VPN Server Encryption: et -
Authentication: SHAS512 -
28 ppTP
Mssfix option value: 1450
B8 OpenVPN

v/ Enable compression on the VPN link
&8 LaTP/IPSec + Allow clients to access server's LAN i
+ Verify TLS auth key i

Verify server CN i

m Enable IPv6 server mode

Reset Apply



4, Navigate to the privilege section and enable access for the users who will connect to OpenVPN.

NOTE: | like to configure an individual user account with permission to the VPN server ONLY. This allows the account
you connect to OpenVPN with to be different (and more secure) than an account that can access your data on the

NAS.
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5. If you're using Synology’s firewall, create an allow rule for UDP port 1194.
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Port Forwarding the OpenVPN Server Port

Reset Apply

To connect to the VPN server, you must port forward UDP port 1194 (if you’re using the default value) on your router.
Port forwarding will be completely different on every brand’s router settings page.

Your Synology NAS must have a static IP address as well. If you don’t currently have a static IP address set up, learn
how to set up a static IP address here.

. Create a port forwarding rule for UDP port 1194 to the IP address of your Synology NAS.
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Modifying the OpenVPN Configuration File

If you have a dynamic external IP address, you'll have to configure Dynamic DNS (DDNS). If you don’t have a dynamic IP
address, you can skip over this section and use your external IP address in the configuration file.

However, if you don’t, you must configure DDNS. This can be done on a Synology NAS, or even on your router (here’s
a UniFi DDNS example) or another device on your local network.
1. Open the VPN Server application and select OpenVPN. Select Export configuration.

a VPN Server

& Overview

# Connection List
i= Log

£} General Settings

a&a Privilege

&3 ppTP
B8 OpenVPN

B8 | 2TP/IPSec

Wt

N

+/ Enable OpenVPN server

Dynamic IP address: 10 . 5 .0 et
Maximum connection number: 5 v
Max connections of an account: 3

Port: 1194

Protocol: ubP =
Encryption: Auto A
Authentication: SHA512 -
Mssfix option value: 1450

v/ Enable compression on the VPN link
Vv Allow clients to access server's LAN i
v Verify TLS auth key i

Verify server CN i

Enable IPv6 server mode

Export Configuration

Reset Apply

Extract the contents of the zip file, then edit the ovpn file with a text editor.

3. There are a few changes that must be made to this configuration file:
e YOUR_SERVER_IP: This should be the DDNS hostname that you configured, or your static external IP address.
e redirect-gateway defl: This is what determines if you are configuring a split-tunnel or full-tunnel VPN.

(0]

(0]

(0]

NOTE: If you're using an iPhone, you must add redirect-gateway ipv6 under redirect-gateway defl as
well.

dhcp-option: If you have a local DNS server that you’d like to use, you can add the IP address of your
local DNS server here. If you don’t have a local DNS server, leave this line commented out.
client-cert-not-required: This option is not added by default, but will remove one of the errors you'll
have to click through.

This is a sample configuration file, but yours will look different.



dev tun
tls-client

remote YOUR SERVER IP 1154

# The "float"™ tells OpenVPN to accept authenticated packets from
any address,

# not only the address which was specified in the —-remote
option.

# This is useful when you are connecting to a peer which holds a
dynamic address

# such as a dial-in user or DHCP client.

# (Please refer to the manual of OpenVPN for more information.)
#float

# If redirect-gateway is enabled, the client will redirect it's
# default network gateway through the VEN.

# It means the VEN connection will firstly connect to the VEN
Server

# and then to the internet.

# (Please refer to the manual of OpenVPN for more information.)
#redirect-gateway defl

#redirect-gateway ipv6 #REQUIRED for iOS 7 and above.

# dhcp-option DNS: To set primary domain name server address.

# Repeat this option to set secondary DNS server addresses.
#dhcp-option DNS DNS_IP_ADDRESS

pull

# If you want to connect by Server's IPvé address, you should
use

# "proto udpé" in UDP mode or "proto tcpé-client™ in TCP mode
proto udp

script-security 2

comp—1lzo

reneg-sec 0

cipher AES-256-CBC

auth SHAS1Z2

auth-user—-pass

client-cert-not-required

[YOUR CERTIFICATE WILL BE HERE. LEAVE THIS ALL AS DEFAULT]

dev tun
tis-client

remote YOUR_SERVER 1P 1194

# The "float" tells OpenVPN to accept authenticated packets from any address,

# not only the address which was specified in the —remote option.

# This is useful when you are connecting to a peer which holds a dynamic address
# such as a dial-in user or DHCP client.

# (Please refer to the manual of OpenVPN for more information.)

#float

# |If redirect-gateway is enabled, the client will redirect it’s # default network gateway through
the VPN.

# 1t means the VPN connection will firstly connect to the VPN Server

# and then to the internet.

# (Please refer to the manual of OpenVPN for more information.)
#redirect-gateway defl

#redirect-gateway ipv6 #REQUIRED for i0S 7 and above.

# dhcjp-option DNS: To set primary domain name server address. |

# Repeat this option to set secondary DNS server addresses.

#dhcp-option DNS DNSJP.ADDRESS

pull

# 1f you want to connect by Server’s IPv6 address, you should use

# "proto udp6” in UDP mode or "proto tcp6-client™ in TCP mode

proto udp
script-security 2
comp-1zo

reneg-sec 0

cipher AES-256-CBC

auth SHA512
auth-user-pass
client-cert-not-required



4. Save the configuration file and add it to a device that you'd like to test the VPN connection with. It’s easiest to
test with a mobile phone, as you must be on an external network to test properly.

Connecting to OpenVPN with a Client Device

Now OpenVPN Server is configured, we can test our connection. Download the OpenVPN client on your
device. Remember, you must be connected to an external network to test this.
1. Open the application, select the add button at the bottom, and choose File. You should now be prompted to
browse for the ovpn file that we modified earlier. Upload the file and then log in with the DSM user that you
configured for OpenVPN.
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2. You should be able to connect to your VPN now.
Conclusion: OpenVPN on a Synology NAS
This tutorial looked at how to set up OpenVPN on a Synology NAS. Configuring Synology’s VPN Server Package allows

you to securely access your NAS and local resources. While there are other ways to connect, this is generally the most
secure. Thank you for checking out the tutorial on the Synology NAS OpenVPN setup process!



