Enable Synology SSH root Login

https://think.unblog.ch/en/enable-synology-root-login/

Synology from DSM 6 offers the possibility like for Linux experts to use the SSH terminal, able to login as root. NAS are
mostly behind firewalls and cannot be reached from Internet side via SSH, login as a user with subsequent “sudo su root”
is considered as an additional effort. However, there is the option of logging in as root, as shown below.

First, the DSM Control Panel is called up, Extended mode must be activated so that the required icon Terminal &
SNMP appears.
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Under Terminal & SNMP the SSH-Service just can enable.
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Now establish an SSH connection to the Synology Diskstation using PUTTY or KiTTY and log in as admin, then change
the root password.

sudo synouser -setpw root admin_passwort

Instead of admin_password, enter the same admin password that is used when logging in to Synology DSM.



10.127.52.79 - PUTTY
admin@DS115: /% sudo synouser -setpw root same_as_admin_passwordl

A message appears that you should respect privacy and be careful when typing. With great power comes great
responsibility.

We trust you have received the usual lecture from the local System
Administrator. It usually boils down to these three things:

#1) Respect the privacy of others.
#2) Think before you type.
#3) With great power comes great responsibility.

Password:
The password must be confirmed a second time for security.
Configure Synology SSH service to enable root login.

sudo vi /etc/ssh/sshd_config
&P 10.127.52.79 - PUTTY
# $0penBSD: sshd_config,v 1.94 2015/02/02 01:57:44 deraadt Exp $

# This is the sshd server system-wide configuration file. See
# sshd_config(5) for more information.

# This sshd was compiled with PATH=/usr/bin:/bin:/usr/sbin:/sbin

# The strategy used for options in the default sshd_config shipped with
# OpenSSH 1is to specify options with their default value where

# possible, but leave them commented. Uncommented options override the
# default value.

#Port 22
#AddressFamily any
#ListenAddress 0.0.0.0
#ListenAddress ::

# The default requires explicit activation of protocol 1
#Protocol 2

# HostkKey for protocol version 1
#HostKey /etc/ssh/ssh_host_key
# Hostkevs for protocol version 2

fetc,ssh{ssh host_rsa_key

#HostKey ;etc;csh;ssh_host_ecdga key
#HostKey /etc/ssh/ssh_host_ed25519_key

# Lifetime and size of ephemeral version 1 server key
#KeyRegenerationInterval 1lh
#ServerKeyBits 1024

# Ciphers and keying
#RekeyLimit default none

# Logging ) ) )

# obsoletes QuietMode and FascistLogging
#SyslogFacility AUTH

#LogLevel INFO

# Authentication:

#LoginGraceTime 2m

/etc/ssh/sshd_config" 155L, 4149cC

Modify by press the i key the option #PermitRootLogin prohibit-password marked as a comment line by removing the #
beforehand and set to yes.

PermitRootLogin yes
Save in vim with press the ESC key and hit ZZ (uppercase).

Now restart the DiskStation, or deactivate and reactivate the SSH service in the Control Panel, the change will take effect,
now root@diskstation can log in directly to the Synology NAS.



