KAK - Event ID 1004 — Terminal Services Client Access License (TS CAL) Availability

Applies To: Windows Server 2008

D

A terminal server must be able to contact (discover) a Terminal Services license server in order to request
Terminal Services client access licenses (TS CALs) for users or computing devices that are connecting to the
terminal server. In addition, the Terminal Services licensing mode configured on a terminal server must match the
type of TS CALs available on the license server.

Note: A terminal server running Windows Server 2008 can only communicate with a license server running
Windows Server 2008.

Event Details

Product: Windows Operating System

ID: 1004

Source: Microsoft-Windows-TerminalServices-RemoteConnectionManager
Version: 6.0

Symbolic

EVENT_CANNOT ISSUE_LICENSE
Name: - - -

The terminal server cannot issue a client license. It was unable to issue the license due to a changed
Message: (mismatched) client license, insufficient memory, or an internal error. Further details for this problem
may have been reported at the client's computer.

Diagnose
This error might be caused by one of the following conditions:

e The licensing mode for the terminal server does not match the type of TS CALs installed on the license
server.

* The RDP encryption levels on the terminal server and the client are not compatible.

* The certificate on the terminal server is corrupted.

The licensing mode for the terminal server does not match the type of TS CALs installed on the license server

To perform this procedure, you must have membership in the local Administrators group, or you must have been
delegated the appropriate authority.

To determine the licensing mode for the terminal server:

1. Onthe terminal server, open Terminal Services Configuration. To open Terminal Services Configuration,
click Start, point to Administrative Tools, point to Terminal Services, and then click Terminal Services
Configuration.

2. If the User Account Control dialog box appears, confirm that the action it displays is what you want, and
then click Continue.

3. Inthe left pane, click Licensing Diagnosis.

4. Review the following information in Licensing Diagnosis:

o Under Terminal Server Configuration Details, note the licensing mode for the terminal server.

o Under Terminal Services License Server Information, note the type of TS CALs installed on any
license server that is listed as discovered. Information about the type of TS CALs installed on a
license server is listed under License Server Configuration Details, which is displayed when you
click a license server listed as discovered under Terminal Services License Server Information.

5. If the licensing mode for the terminal server does not match the type of TS CALs installed on the license
server, see the section titled "Specify the licensing mode for the terminal server."



The RDP encryption levels on the terminal server and the client are not compatible

To perform this procedure, you must have membership in the local Administrators group, or you must have been
delegated the appropriate authority.

To determine the RDP encryption level compatibility:

1. Onthe terminal server, open Terminal Services Configuration. To open Terminal Services Configuration,
click Start, point to Administrative Tools, point to Terminal Services, and then click Terminal Services
Configuration.

2. If the User Account Control dialog box appears, confirm that the action it displays is what you want, and

then click Continue.

Under Connections, right-click the connection (for example, RDP-Tcp), and then click Properties.

4. Onthe General tab, note the value of Encyption level. For more information about encryption levels, see
"Configure Server Authentication and Encryption Levels" in the Terminal Services Configuration Help in
the Windows Server 2008 Technical Library (http://go.microsoft.com/fwlink/?Linkld=101637).

5. On the client computer, start Remote Desktop Connection. To start Remote Desktop Connection, click
Start, click Run, type mstsc.exe, and then press ENTER.

6. Click the icon in the upper-left corner of the Remote Desktop Connection dialog box, and then click
About. Look for the phrase "Maximum encryption strength" in the About Remote Desktop Connection
dialog box. This value is the maximum encryption strength supported by the version of Remote Desktop
Connection running on the computer.

7. If the maximum encryption strength supported by the version of Remote Desktop Connection running on
the client computer is not supported by the encryption level configured on the terminal server, see the
section titled "Change the RDP encryption level on the terminal server."
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The certificate on the terminal server is corrupted

If the licensing mode for the terminal server matches the type of TS CALs installed on the license server and the
RDP settings on the terminal server and the client are compatible, the certificate on the terminal server might be
corrupted. To resolve this issue, see the section titled "Delete the appropriate registry subkey."

Resolve

To resolve this issue, use the resolution that corresponds to the cause you identified in the Diagnose section.
After performing the resolution, see the Verify section to confirm that the feature is operating properly

Cause Resolution
The licensing mode for the terminal server does not match the type of TS Specify the licensing mode for the
CALs installed on the license server terminal server
The RDP encryption levels on the terminal server and the client are not  Change the RDP encryption level on the
compatible terminal server
The certificate on the terminal server is corrupted Delete the appropriate registry subkey

Specify the licensing mode for the terminal server
To resolve this issue, specify the Terminal Services licensing mode on the terminal server.

The Terminal Services licensing mode determines the type of Terminal Services client access licenses (TS CALs)
that a terminal server will request from a license server on behalf of a client connecting to the terminal server.
Although there is a licensing grace period during which no license server is required, after the grace period ends,
clients must receive a valid TS CAL issued by a license server before they can log on to a terminal server.

Important: The Terminal Services licensing mode configured on a terminal server must match the type of TS CALs
available on the license server.



To perform this procedure, you must have membership in the local Administrators group, or you must have been
delegated the appropriate authority.

To specify the Terminal Services licensing mode:

1. Onthe terminal server, open Terminal Services Configuration. To open Terminal Services Confiiguration,
click Start, point to Administrative Tools, point to Terminal Services, and then click Terminal Services
Configuration.

2. If the User Account Control dialog box appears, confirm that the action it displays is what you want, and

then click Continue.

Under Licensing, double-click Terminal Services licensing mode.

4. Select either Per Device or Per User, depending on your environment. For more information about the
two options, see "Specify the Terminal Services Licensing Mode" in the Terminal Services Configuration
Help in the Windows Server 2008 Technical Library (http://go.microsoft.com/fwlink/?Linkld=101638).

5. Click OK, and then click OK.
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Note: You can also specify the Terminal Services licensing mode for a terminal server by using Group Policy.

e To specify the Terminal Services licensing mode for a terminal server by using Group Policy, enable the
Set Terminal Services licensing mode Group Policy setting. This Group Policy setting is located in
Computer Configuration\Administrative Templates\Windows Components\Terminal Services\Terminal
Server\Licensing. Note that the Group Policy setting will take precedence over the setting configured in
Terminal Services Configuration.

e To configure the Group Policy setting in Active Directory Domain Services (AD DS), use the Group Policy
Management Console (GPMC). To configure the Group Policy setting locally on a terminal server, use the
Local Group Policy Editor. For more information about configuring Group Policy settings, see either the
Local Group Policy Editor Help (http://go.microsoft.com/fwlink/?Linkld=101633) or the GPMC Help
(http://go.microsoft.com/fwlink/?Linkld=101634) in the Windows Server 2008 Technical Library.

Change the RDP encryption level on the terminal server

To resolve this issue, change the RDP encryption level on the terminal server to a level that is supported by the
version of Remote Desktop Connection that is running on the client computer.

By default, Terminal Services connections are encrypted at the highest level of security available (128-bit).
However, some older versions of the Terminal Services client do not support this high level of encryption. If your
network contains such legacy clients, you can set the encryption level of the connection to send and receive data
at the highest encryption level supported by the client.

To perform this procedure, you must have membership in the local Administrators group, or you must have been
delegated the appropriate authority.

To change the RDP encryption level:

1. On the terminal server, open Terminal Services Configuration. To open Terminal Services Configuration,
click Start, point to Administrative Tools, point to Terminal Services, and then click Terminal Services
Configuration.

2. If the User Account Control dialog box appears, confirm that the action it displays is what you want, and
then click Continue.

3. Under Connections, right-click the connection (for example, RDP-Tcp), and then click Properties.

4. On the General tab, change the value of Encyption level to a level that is appropriate for the version of
Remote Desktop Connection that is running on the client computer. For more information about
encryption levels, see "Configure Server Authentication and Encryption Levels" in the Terminal Services
Configuration Help in the Windows Server 2008 Technical Library
(http://go.microsoft.com/fwlink/?Linkld=101637).




When you change the encryption level, the new encryption level takes effect the next time a user logs on. If you
require multiple levels of encryption on one terminal server, install multiple network adapters and configure each
adapter separately.

Note: You can also change the RDP encryption level on the terminal server by using Group Policy.

« To set the RDP encryption level for the terminal server by using Group Policy, enable the Set client
connection encryption level Group Policy setting. This Group Policy setting is located in Computer
Configuration\Administrative Templates\Windows Components\Terminal Services\Terminal
Server\Security. Note that the Group Policy setting will take precedence over the setting configured in
Terminal Services Configuration.

e To configure the terminal server to use FIPS as the encryption level by using Group Policy, enable the
System cryptography: Use FIPS compliant algorithms for encryption, hashing and signing Group Policy
setting. This Group Policy setting is located in Computer Configuration\Windows Settings\Security
Settings\Local Policies\Security Options. Note that this Group Policy setting will take precedence over
the setting configured in Terminal Services Configuration and takes precedence over the Set client
connection encryption level policy setting.

» To configure the Group Policy setting in Active Directory Domain Services (AD DS), use the Group Policy
Management Console (GPMC). To configure the Group Policy setting locally on a terminal server, use the
Local Group Policy Editor. For more information about configuring Group Policy settings, see either the
Local Group Policy Editor Help (http://go.microsoft.com/fwlink/?Linkld=101633) or the GPMC Help
(http://go.microsoft.com/fwlink/?Linkld=101634) in the Windows Server 2008 Technical Library.

Delete the appropriate registry subkey

To resolve this issue, delete the MSLicensing registry subkey on the client computer, restart the client computer,
and then try again to connect remotely to the terminal server from the client computer. If the issue persists,
delete the Certificate, X509 Certificate, X509 Certificate2, and X509 Certificate ID registry entries on the terminal
server, restart the terminal server, and then try again to connect to the terminal server from the client computer.

Delete the MSLicensing registry subkey

To perform this procedure on the client computer, you must have membership in the local Administrators group,
or you must have been delegated the appropriate authority.

To delete the MSLicensing registry subkey:

Caution: Incorrectly editing the registry might severely damage your system. Before making changes to the
registry, you should back up any valued data.

1. On the client computer, open Registry Editor. To open Registry Editor, click Start, click Run, type regedit,
and then click OK.
2. If the User Account Control dialog box appears, confirm that the action it displays is what you want, and
then click Continue.
3. Locate the HKEY_LOCAL_MACHINE\Software\Microsoft\MSLicensing registry subkey.
Click MSLicensing.
5. Before deleting the MSLicensing subkey, back up the subkey. To back up the subkey, do the following:
1. On the Registry menu, click Export Registry File.
2. Inthe File name box, type mslicensingbackup, and then click Save. If you need to restore this
registry subkey, double-click mslicensingbackup.reg.
6. To delete the MSLicensing subkey, on the Edit menu, click Delete, and then click Yes.
Close Registry Editor, and then restart the client.
8. After the client computer is restarted, try again to connect remotely to the terminal server from the client
computer.

E
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Delete the appropriate registry entries on the terminal server



If the issue persists, delete the Certificate, X509 Certificate, X509 Certificate2, and X509 Certificate ID registry
entries on the terminal server.

To perform this procedure on the terminal server, you must have membership in the local Administrators group,
or you must have been delegated the appropriate authority.

To delete the appropriate registry entries:

Caution: Incorrectly editing the registry can severely damage your system. Before making changes to the
registry, you should back up any valued data on the computer.

1. On the terminal server, open Registry Editor. To open Registry Editor, click Start, click Run, type regedit,
and then click OK.
2. If the User Account Control dialog box appears, confirm that the action it displays is what you want, and
then click Continue.
3. Locate the HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Terminal Server\RCM registry subkey.
Click RCM.
5. Before deleting the subkeys, back up the RCM subkey. To back up the subkey, do the following:
1. On the Registry menu, click Export Registry File.
2. Inthe File name box, type tsrcm, and then click Save. If you need to restore this registry subkey,
double-click tsrcm.reg.
6. To delete the Certificate, X509 Certificate, X509 Certificate2, and X509 Certificate ID registry entries,
right-click each entry, click Delete, and then click Yes.
7. Close Registry Editor, and then restart the terminal server.
8. After the terminal server is restarted, try again to connect remotely to the terminal server from the client
computer.
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If the issue persists, do the following:

1. On the client computer, back up and then delete the MSLicensing registry key and its subkeys.

2. On the terminal server, back up and then delete the Certificate, X509 Certificate, X509 Certificate2, and
X509 Certificate ID registry entries.

3. Deactivate and then reactivate the license server. For information about deactivating and reactivating a
license server, see the topic "Managing TS Licensing" in the TS Licensing Manager Help in the Windows
Server 2008 Technical Library (http://go.microsoft.com/fwlink/?Linkld=101645).

4. Restart the terminal server and the client computer and then try again to connect remotely to the
terminal server from the client computer.

Verify

To verify that the terminal server can discover (contact) a Terminal Services license server with the appropriate
type of Terminal Services client access licenses (TS CALs), use Licensing Diagnosis in Terminal Services
Configuration.

To perform this procedure, you must have membership in the local Administrators group, or you must have been
delegated the appropriate authority.

To use Licensing Diagnosis in Terminal Services Configuration:

1. Onthe terminal server, open Terminal Services Configuration. To open Terminal Services Configuration,
click Start, point to Administrative Tools, point to Terminal Services, and then click Terminal Services
Configuration.

2. If the User Account Control dialog box appears, confirm that the action it displays is what you want, and
then click Continue.

3. Inthe left pane, click Licensing Diagnosis.

4. Under Terminal Server Configuration Details, the value for Number of TS CALs available for clients
should be greater than 0.



HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\MSLicensing
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Terminal Server\RCM

TeKcT B3AT C NoymBLLEro B HebbITUe caiiTa asu.newmail.ru. ABTOp HensBecTeH.

I'Ipocn:6a He UMTUPOBATb 3TOT AOKYMEHT U He AaBaTb HAa HETO HUKAKUX CCbINIOK.

90 AHeBHOEe OrpaHMYEeHUEe BPeMeHHOW AnueH3nmn cnyxb tepmuHanos Windows 2003 Server.

[Ons noaknoYeHUs KINeHTa K cepBepy npunoxeHuin noa Windows 2003 Server (B Tom unche, ¢
ycTaHoBneHHbIm Citrix Meta Frame 1.8 for Windows 2003 Server, BHe 3aBucumoctu, ICA nan RDP
MCNosb3yeTcs) HeoHX0AMMO UMETb NIMLLEH3MIO, KOTOPAA XPaH UTCA IOKANbHO, Y KAMEHTCKUX CTaHLMIA NoA,
Windows 9x/NT oHa HaxoauTcA B peecTpe no aapecy
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\MSLicensing . BbigaeT 3Ty anuyeHsuio cepsep ¢ Windows 2003
Server Ha KOTOPOM 3anyLleHa cnyxba "/inyeHsnpoBaHme cayKb6 TepmuHanos"
(C:\WINNT\System32\Iserver.exe). be3 perucrpauuu (akTmsmsaumnm) cnyx6wol "/luueHsnposBaHue cnyxo
TEPMMHANOB" KAMEHTaM BblAAIOTCA BPEMEHHbIE NMLEH3UN, ¢ 90 AHEBHBIM OrPaHUYEHMEM CPOKa AeNCTBUA.
Mo OKOHYaHWIO CPOKA NOAKNOUEHME AN1A STOFO KAMEHTa CTAHOBUTCA HEBO3MOKHbIM (CepBepa cTaHOBATCA
HeAOCTYMNHbI AR AAHHOTO KAWEHTA).

CHaTtue 90 gHEeBHOro orpaHUYyeHus:

Mpumep 1 - BpemeHHble NULEH3UN.

[aTta 1 Bpemsa BblAaum NMLEH3MM N OKOHYaHUA AEWUCTBMA BpemMeHHOM nnueH3sum (dYepes 90 aHeit) 6epeTcs ¢
cepBepa, Ha KOTOPOM YCTaHOB/EHA 3Ta C/yX6a, NPU 3TOM BCe BblAaHHbIE NLLEH3MM XPAHATCA B 6a3e AaHHbIX
cepBepa, Ha KOTOPOM YCTaHOBNEHa AaHHaA CNy*Kba TONbKO ANA NPOCMOTPa agMUHUCTPATOPOM. Mpu
nepeycraHoBKe cay»Kbbl 6a3a AaHHbIX 06HYAAeTCA. [pU NOAKNIOYEHMM KAMEHTA K CepBepy nposepseTca
TO/IbKO Ha/IMUYME N AaTa OKOHYAHUA ANLEH3UU Ha KIMEHTE OTHOCMTE/IbHO cepBepa, K KOTOPOMY OH
noAKaloYaeTcs.

B KauyecTBe NpoBepKu 6bi1 NpounsBeaeH cneaytowuii onbiT: Ciyxkba "JInueHsnposBaHue cnyxb6 TepmmnHanos”
6blna 3anyweHa Ha cepsepe ¢ Windows 2003 Server ¢ yctaHoBaeHHbIM 2020 rogom. Ha KaneHTax, yxe
MMELOLLUX BPEMEHHYIO INLEH3MIO OblNa yAaNeHa BETOYKa peecTpa
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\MSLicensing . Ha prpmeHHbIX TOHKUX KNNEHTaX, yXkKe
NOAKNIOYABLUMXCA K cepBepy bbl1 06HyNeH (nepesanucaH) dnew. Ha cTaHUMAX, HE NOAKNOYABLUMXCA A0
3TOr0, HMKAKMX NpoLesyp He NPon3BoAMNOCk. Ha BCeX KIMEHTCKMX CTaHLMAX OblNa 3anyLleHa KAMEHTCKas
nporpamma u npousBeseHo coeanHeHue c cepepoM. MNocne 3Toro gata Ha cepeepe Hblsla BO3BpaLLEHA Ha
Tekywwyto. NogKkntoueHus npowam 6e3 npobaem 1 Nocae USMeHeHUA AaT Ha cepBepax U pPaboumnx CTaHUMAX B
npegenax go 2019 roga. BoamokHo, B 6nrKaliwem BpemeHn Microsoft pewint sty npobaemy.

Mpumep 2 - akTUBM3aLUA cepBepa.

B KauecTBe 3KCNepMMeHTa 3HaKOMbI aBTopa 3alwen Ha https://activate.microsoft.com v 3anosHuA aHkety
BbIMbILUIEHHBIMU CBegeHUAMN. Mpu 3TOM UMA, Gamuauns, opraHnsaumsa 6bliv B TOYHOCTM TaKUE XKe, Kakne
BBOAMINCL B CBOCTBA cepBepa. Mocne aToro 6611 NoayyeH Koa ANA aKTUBM3aUMM cepBepa AnLeHsnin. anee
6b1/10 NpeANoXKEHO 3apPerncTpMpoBaTh ANLEH3NK. Nocne 3anoHEHNA HEOBXO04MMOTO KoanyecTsa bbia
3anpolueH Homep 3asaBkM (Enrollment Agreement Number). B 3apy6eHoi NOMCKOBOW cUCTEME Ha 3anpoc
Enrollment Agreement Number Hawnncb NATb HOMEPOB:

6565792
5296992
3325596
4965437



4526017
To ecTb, ANA aKTUBALMK CepBepa HYXKHO 3HaTb:

1. 25 cumBOAbHbLIN (5X5 UMPPOBYKB) CEPUMHBIA HOMEP, Ha OCHOBAHWK KOTOPOrO reHepupyeTcs Koa NpoayKTa
MACKM XXXXX-XXX-XXXXXXX-XXXXX (rae X - umppobyksa)

2. Ha ocHoBaHMM KoZa NpoayKTa reHepupyeTca 35 cuMBObHbIN (7X5 LMdpobyKB) Kog cepBepa ULLEH3NIA.

3. Ha ocHoBaHMM Koda cepBepa IMLEH3NN, UMeHU, GaMUANN, OpraHM3aLmMm U 7 3Ha4YHOro Homepa
cornaweHus Enroliment Agreement Number reHepupyetca 35 cumBonbHbIN (7X5 unMdpPobYKB) Kog, KNHOYEBOTO
naketa AnuUeHsnin. Ecaun ata uenoyka NnpuHag eKuT He O4HOMY cepBepy, BO3MOXKHO paboTaTb He byaerT.

Mpumep 3 - YctaHoBKa o6maHHoro "hotfix".

N5 CHATUA orpaHUYeHMA MOXKHO NonpoboBaTh ycTaHOBUTL Ha cepeep Windows 2003 xakepckuit "hotfix"
TS_CRACK.ZIP (57K).
BHumaHue! JaHHbI meToa He npoepsaaca!



