PowerShell Web Access in action (WEB-access)

Data nyébaukauum: 20 anpena 2015 roga
https://technet.microsoft.com/ru-ru/windowsserver/dn705874.aspx

Al AyMato, MHOTUM CUCTEMHbIM aMUHUCTPATOPaM 3HaKOMa nNpobaema genermpoBaHUA NOJIHOMOUUIA.
Ha npegblaywem mecte paboTbl A CTONKHYACA C HEOHXOAMMOCTBIO NPeAOCTaBUTb BO3MOXKHOCTb AN
BTOPOM IMHUM TEXNOAAEPKKM Nepe3anycKkaTb onpeaeneHHble cy»Kbbl Ha cepBepax U BOCCTAaHABANBATb
pe3epBHble KOMWW MOJIb30BATENbCKUX NAOWAA0K. Npobnema ycyrybnanacb Tpema ¢pakropamm:

1. BTOpasa NMHKUA Texnoanep KM B OCHOBHOM Macce ncnoab3osana Linux.

2. He xotenocb gaBaTb BO3MOXHOCTb NogKkatoueHuns no RDP n3 coobpaxkeHuin 6esonacHocTy.

3. B KauecTBe cepBepa pe3epBHOro KONWMPoOBaHMA Ucnosib3osasca System Center Data Protection
Manager, KoTopblli TpebyeT BXOXAEHMA B rPyNny JOKANbHbIX aAMUHUCTPATOPOB AN
BO3MOXHOCTWN BOCCTAHOB/IEHMA Pe3ePBHbIX KOMUA.

Mocne HeKOTOPbIX pa3gymuii BblNo peleHo BOCNOAb30BaTbCA HOBOM BO3MOXKHOCTbIO Windows Server
2012, a umeHHo PowerShell Web Access (PSWA) ¢ ucnonbsoBaHMem HacTpanBaemMon KoHpurypaumm
ceccuin PowerShell u BkntoueHnem, n Hactpomkoi CredSSP.

YcTtaHOBKa U HacTpoiika PowerShell Web Access — npougecc HEeC/IOXKHbIA.

[JobaBnsem KOMMNOHEHT:
Install-WindowsFeature -Name WindowsPowerShellWebAccess -IncludeManagementTools

Cospgaem Beb-npunoxeHne PSWA:
Install-PswaWebApplication -UseTestCertificate

(mns TecToB A UICNONb30BaN cCamMoNoOANMUCaHHbINA CepTUPUKAT) — aBTOMATUYECKM YCTAHOBATCA BCe
Heobxoaumble poau (IIS, .NET n T. a.). NpunoxkeHue byaeT AOCTYNHO No agpecy
https://pswaserver/pswa u 6yaeT BbIrNA4eTb Tak:
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o Windows Server 2012

Windows PowerShell Web Access

Enter your credentials and connection settings
User name:
Password:

Connection type: Computer Name

Computer name:

(v) Optional connection settings

Sign In
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Username\Password: ans nonyyeHuns goctyna K yaaneHHou koHconn PowerShell Heobxoanmo BeecTn
norvH/napons.

Connection type: onpegenset tmun agpeca — FQDN mnau URIL. FQDN ncnonbayetca 4nsa nogKAOYEHUA K
ceccum powershell npu nomowm WinRM, URI — ana noakntodeHMa K ceccum Npy oMol Beb-npoKcu
(npmepom moxkeT cnyutb Microsoft Exchange). CnpaBegnmMBocTu pagm CTOUT 3aMETUTb, YTO B
KOHEeYHOM uTore Ana nogkntodeHus ucnonbsyetcsa URI (cm. HUxke pasgen Optional connection settings).



Computer Name: FQDN wnau URI, B 3aBMCMMOCTM OT BbIOpPaHHOTO TUNa NOAKAIOYEHUS.
Optional connection settings: no3sonAtoT BbI6paTb 4ONOAHUTENbHbIE NAPAMETPbI MOAKAOYEHUSA, TaKNe
KaK MMA KOHOUrypauum, Tun ayteHTudukaumm, TCP-nopt (ecnm nameHeH ctaHAapTHbIM nopT WinRM) u
MMA NPUNOXKEHNA (U3 MMEHU KOMMbIOTEPA, MOPTa U UMEHU NpuaoxKeHna noaydaetca URI Toukn
noAknoyeHus: transport://server:port/ApplicationName. B PSWA B kauecTse TpaHcnopTa
ncnonbaytotca http nam https):

#) Optional connection settings

Destination computer credentials
(if different from gateway)

User name:
Password:
Configuration name:  Microsoft.PowerShell
Authentication type:  [EZETTN v |
Use S5L: No |v|
Port number: 5985
Application name: WSMAN

Tenepb co3gagmMm npasuna aBTopusaunmn gnsa nonb3osaTtenei (No yMo4aHUIO HUKAKMX NPaBua HeT):
1. Mpasuno For Admins, no3BonstoLLee N0/b30BaTeENAM, BXoAAWMM B rpynny Domain Admins,

NoAKAYATLCA K Ito6oMy KoMNbloTepy, ncnonblya ntobyto koHdurypaumto ceccnin PowerShell:
Add-PswaAuthorizationRule -UserGroupName "AZURE\Domain Admins" -ComputerName * -ConfigurationName * -
RuleName "For Admins"

2. MMpaswuno Restricted Access, no3BonstoLlee Nonb3oBaTensam, exoaawmm B rpynny HelpDesk,
NOAKNI0YATLCA K II06OMY KOMNbIOTEPY, UCNO/b3YA TONbKO KoHOUrypauuto HelpDesk (onvcaxne

C034aHuA KOHOUrypaumumn byaeT AaHO HUKeE):
Add-PswaAuthorizationRule -UserGroupName "Azure\HelpDesk" -ComputerName * -ConfigurationName "HelpDesk" -
RuleName "Resticted access"

Monpobyem NOAKNOUYMTBLCA K KaKOMy-HMbYAb cepBepy. CTouT 3ameTnTb, 4to B Windows Server 2012 u
Bbilwe PowerShell Remoting pa3pelweH no ymonyaHuio, a BOT ans cepsepos 2008 R2 n miaglie Hy»KHO

npeagsaputesibHO BbIMO/THUTDL:
Enable-PSRemoting —Force

A NOAKNYAOCh K KOHTPOANEPY AOMEHA, MCNONb3YA CBOK YYETHYIO 3aN1Chb, BXOASALLYIO B rpynny
Domain Admins:
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Windows Server2012

Windows PowerShell Web Access

Enter your credentials and connection settings

User name: azure\sgruzdov

Password: sessssssens

Connection type: Computer Name
Computer name: dc01.azure.local

® Opticnal connection settings

Sign In

@ 2013 Microsoft Corporation. All rights reserved.

Haxkumato Sign In 1 nonyyaro yaaneHHyto KoHconb PowerShell B 6paysepe:
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Windows PowerShell
Copyright (C) 2013 Microsoft Corporation. A1l rights reserved.

gruzdov\Documents:

cel =M History: 4+ 4+ Connected to: dc01.azure.loc

Monpobyem BbINONHUTb KAKON-HNMOYAb KOMAHANET:



Windows PowerShell
Copyright (C) 2013 Microsoft Corporation. All rights reserved.

A\ Documents>

DistinguishedName : CN=Sergey Gruzdov,0U=Accounts,DC=azure,DC=local
Enabled : True

GivenName : Sergey

Name : Sergey Gruzdov

ObjectClass : user

0ObjectGUID : 265aea98-053a-4ac4-9951-abef95d13che
SamAccountName : sgruzdov

51D : 5-1-5-21-1737224897-2815982182-3912474476-1104
Surname : Gruzdov

UserPrincipalName : sgruzdov@azure.local

‘\Users'\sgruzdov\Documents:>

=} History: 4

Bce HacTpoeHo 1 paboTaert.
Tenepb Nnepengem K Camomy MHTEPECHOMY: CO34aHMI0 OrpaHMYeHHbIX ceccnin PowerShell n
KacToMM3aLMmM HavyaNbHOM CTpaHMUbl nopTana PSWA.

Co3aaHuMe orpaHUYEeHHbIX ceccum
Ona npumepa co3gagmm ceccuto, K KOTOPOM MOTyT NOAKAOYATLCA NO/Ib30BATENM, BXOASLWME B rpynny
HelpDesk, u caenaem nm gocTynHbim eaMHCTBEHHbI KomaHaneT Create-MarketingUser:

SHelpDeskSDDL = GetSSDLForADGroup -GroupName "AZURE\HelpDesk";

Scred = Get-Credential(“AZURE\sgruzdov”)

Register-PSSessionConfiguration -Name "HelpDesk" -StartupScript "c:\scripts\startup.ps1" -
SecurityDescriptorSddl SHelpDeskSDDL -RunAsCredential SCred -Force;

[aHHbIN Kopg, co3paeT KoHourypaumio ceccum HelpDesk, npaBom Ha NoAKAOYEHME K KOTOpoi obnagatoTt
nonb3sosaTenu, sxogsaume B rpynny AZURE\HelpDesk, 1 koTopaa 6yaeT BbINONHATLCA B KOHTEKCTE
nonb3osatens «AZURE\sgruzdov», BXoAAwEero B rpynny AOMEHHbIX aAMUHUCTPATOPOB, HE3aBUCUMO OT
BBEEHHbIX Y4eTHbIX AaHHbIX.

dyHKUMA ana nonyyeHmua SDDL rpynnbi:

Function GetSSDLForADGroup

{
param([String]SGroupName = [String]::Empty, [Switch]SAllowDefaultSDDL)
try
{
#retreave the default SSDL as a base
SdefaultSSDL = (Get-ltem WsMan:\localhost\service\rootSDDL).Value
SisContainer = Sfalse
SisDS = Sfalse
SSecurityDescriptor = New-Object -
TypeName Security.AccessControl.CommonSecurityDescriptor SisContainer, SisDS, SdefaultSSDL

if (!SAllowDefaultSDDL)
{
#remove the default groups (Administrators and Interactive User)
while(SSecurityDescriptor.DiscretionaryAcl.Count -gt 0)
{
Sssdl = SSecurityDescriptor.DiscretionaryAcl[0]
SSecurityDescriptor.DiscretionaryAcl.RemoveAccess(



[System.Security.AccessControl.AccessControlType]::Allow,
Sssdl.Securityldentifier,
Sssdl.AccessMask,
Sssdl.InheritanceFlags,
Sssdl.PropagationFlags) | Out-Null
}
}

#get the SID for the specified Group and add it to the SSDL
SAdminGroup = New-Object Security.Principal. NTAccount SGroupName
SAdminGroupSid = SAdminGroup.Translate([Security.Principal.Securityldentifier]).Value

SSecurityDescriptor.DiscretionaryAcl.AddAccess([System.Security.AccessControl.AccessControlType]::Allow,
SAdminGroupSid, 268435456, #full control all operations
[System.Security.AccessControl.InheritanceFlags]::None,
[System.Security.AccessControl.PropagationFlags]::None) | Out-Null

return SSecurityDescriptor.GetSddIForm("All")
1

catch [Exception]

{

Write-Error -Message "Failed To Generate SSDL (review inner exception):'n S_.Message" -Exception S_.Exception;

}
}

[na HacTpoMKM NapamMeTpPOoB ceccum UCnonbayeTca Startup-ckpunT Startup.psl, KOTOPbI Mbl COXpaHAEM

B KaTanore C:\Scripts:
Write-Host "Setting environment..." -NoNewline;

# ycTaHaB/IMBaeM BUAMMOCTb BCEX KOMaHA Kak “Private”. HekoTopble KOMaHAbl caenaTbh NPUBATHbIMU HEBO3MOXKHO. K HUM O
THocaTca: Get-Command, Exit-PSSession, Get-FormatData, Get-Help, Measure-Object, Out-Default, Select-Object

foreach (Scommand in Get-Command)

{

Scommand.Visibility = "private"

}

# ycTaHaB/IMBaeM BUAMMOCTb BCEX NepeMeHHbIX KaK “Private”
foreach (Svariable in Get-Variable)
{
Svariable.Visibility = "private"
}

SExecutionContext.SessionState.Applications.Clear()

SExecutionContext.SessionState.Scripts.Clear()

SExecutionContext.SessionState.LanguageMode = "FullLanguage" #8 pexume FullLanguage pa3peLleHo nonb30BaThCA Nepem
€HHbIMM 15 COXPaHEHMA pe3ybTaTa BbINONHEHWA KOMaHANETOB, BO3MOMKEH TaKKe pexxunm RestrictedLanguag, B KoTopom n
0/1b30BaTbCA NepemMeHHbIMU 3anpeLLeHo

SinitialSessionState = [Management.Automation.Runspaces.InitialSessionState]::CreateRestricted("remoteserver");

foreach (Sproxy in SinitialSessionState.Commands | where { S_.Visibility -eq "Public"})

{
Scmdlet = Get-Command -Type cmdlet -ErrorAction silentlycontinue Sproxy.name
if (Scmdlet)
{

Salias = Set-Alias "$(Sproxy.name)" "$(Scmdlet.ModuleName)\$(Scmdlet.Name)" -PassThru
Salias.Visibility = "Private"
}

Set-Item "function:global:S(Sproxy.Name)" Sproxy.Definition

}



# noarpy»kaem mogy/b, cCoaepKalmn Hawm pyHKummn — Create—MarketingUser
Import-Module "C:\Scripts\functions.psm1" -DisableNameChecking;

# ycTaHaBAMBaEM BUAMMOCTb KOMaHA/ETOB, 3arpy»KeHHbIX U3 moayas functions kak public
SallowedCmdlets = dir function:\ | ?{$_.ModuleName -eq "functions"};
SallowedCmdlets | foreach { (Get-Command $_.Name).Visibility = "Public" };

Write-Host " done";

[aHHbIV CKPUNT yCTaHaBAMBaET BUAMMOCTb BCEX KOMAHANETOB B «Private», TemM cambim aenas ux
HeA0CTYNHbIMK, Noarpy*Kaet moaynb functions.psmil, cogeprawmin GyHKLMM, KOTopble ByayT
[OCTYMHbI B KOHTEKCTE CECCUM NOAKNIOUMBLIEMYCA NOIb30BATENIO U BYAYT UCNOMHATLCA C NPaBaMu

y4eTHoM 3anucu RunAs, n yctaHaBanBaeT BUAMMOCTb GyHKumi 3 functions.psml B «Public»:
function Create-MarketingUser

{
param([string]Suser)

New-ADUser Suser

Get-ADUser Suser
}

BAXHO!Heobxodumo 8binonHUMb Ha Kaxoom cepsepe, kKyda 6ydem docmyn y epynnsl HelpDesk.
[ns Tecta A co3gan nonb3osatens userl, sxogawero s rpynny HelpDesk. Mogkntovaemca K
KOHTPO/NEpY AOMEHA, YKa3blBasA B KauecTse A0NoAHMUTeNbHOro napametpa Configuration name:
HelpDesk, orpaHnyeHHyto ceccuto, KOTOPY Mbl CO34aNM paHee.

=R Windows Server 2012

Windows PowerShell Web Access

Enter your credentials and connection settings
User name: userl
Password: sesssssnnee
Connection type: Computer Name
Computer name: de0l.azure.local

~! Optional connection settings

Destination computer credentials
(if different from gateway)

User name:

Password:
Configuration name: HelpDesk|
Authentication type: Default
Use S5L: No

Port number: 5085

Application name: WSMAN

Sign In

© 2013 Microsoft Corporation. Al rights reserved.

BbinonHAem Get-Command:



(¥ https://pswa/pswa/en-US/console.aspx 0 = B Certificate emror @ || ¥ dc01.azurelocal:PSWA2

Windows PowerShell
Copyright (C) 2013 Microsoft Corporation. A1l rights reserved.

Setting environment... done
PS>
get-command

CommandType Name ModuleName
Function Create-MarketingUser functions
Function Exit-P55ession

Function Get-Command

Function Get-FormatData

Function Get-Help

Function Measure-0Object

Function Out-Default

Function select-Object

=M History: 4 -

KaK BUAHO, NONb30BaTeN0 HEAOCTYNMHO HUYETO, KPOME Pa3PELLEHHOIO ABHO — GYHKLMUN,
MMnopTUpoBaHHoM M3 moayna functions.psml (xoTa ceccua MCNONHAETCA Nog NPUBUAETMPOBAHHOM
YYETHOM 3anucCbio).

Tenepb nonpobyem BbINONHUTL CIEAYIOLYI0 KOMaHAY:

Create-MarketingUser test1

Setting environment... done
PS>
get-command

CommandType Name ModuleName
Function Create-MarketingUser functions
Function Exit-P55ession

Function Get-Command

Function Get-FormatData

Function Get-Help

Function Measure-Object

Function Out-Default

Function Select-Object

PS>
create-marketinguser testl

DistinguishedName : CN=testl,CN=Users,DC=azure,DC=local

Enahled : False

GivenName A

Name : testl

ObjectClass : user

0ObjectGUID : c5dc0321-7f7b-4adl-ab52-balee8l4f132
SamAccountName : testl

51D : 5-1-5-21-1737224897-2815982182-3912474476-1119
Surname 5

UserPrincipalName :

=M History: 4

YyeTHas 3anuCb €0343/1aCb, HECMOTPA HA TO YTO NOAKAKOUMBLLUMINCA NOAb30BATENb HE MMEET NPaB Ha
co3aaHue yyeTHbIX 3anucen B AD.

Kacromusauusa crpaHuuybl noptana PSWA




B AaHHOM YacTK A pacCKaxy, Kak MOXKHO M3MeHUTb NepByto cTpaHuuy PowerShell Web Access, a
MMEHHO: OCTaBMUTb ToNbKO nona User name, Password, Computer name, 1, B 3aBUCUMOCTM OT UMEHMU
nonb3oBaTens, NoacTaBuUTb Heobxoammoe 3HadeHue Configuration name:

HelpDesk ana azure\userl

SuperHelpDesk ansa azure\user2

B3aB 3a ocHOBY cKpunT Startup.psl, A co3gan ABa CKPUNTA ANA KaXKA0W KOHOUrypaumm:

StartupHelpDesk.ps1 u StartupSuperHelpDesk.ps1, nameHun ctpoky
Write-Host "Setting environment..." -NoNewline;

Ha

Write-Host "Setting environment for HelpDesk..." -NoNewline;
"

Write-Host "Setting environment for SuperHelpDesk..." -NoNewline;

COOTBETCTBEHHO.

Mcnonb3ya npuBeaeHHbIN Bbille Ko, A CO34a0 Ha KOHTPO/1/Iepe AOMEHA eLle OAHY CECCUID
SuperHelpDesk, nocTyn K KOTOPOI paspelleH Noab3oBaTenam, Bxoaawmm B rpynny SuperHelpDesk,
co3aan ewe ogHo npasuno agoctyna Hard Restricted Access:

Add-PswaAuthorizationRule -UserGroupName "Azure\SuperHelpDesk" -ComputerName * -
ConfigurationName "SuperHelpDesk" -RuleName "Hard Resticted access"

[Ona Toro ytobbl OTKAYNTL NaHenb Optional connection settings, HeobxoaMmo ncnpasutb Gamnn
logon.aspx, pacnonoskeHHbii B C:\Windows\Web\PowerShellWebAccess\wwwroot\en-US. [laHHbilA
daiin npeacrasnseT coboit Beb6-popmy ASP .NET. OTKpbiBaem B 11060OM TEKCTOBOM PelakTope U BHOCUM
npaBKy:
1. CkpblBaem CnNucok Bblbopa TMNa nogkndeHua. Ans sToro Haxoaum 610K:
<span class="field">
<label for="connection-type" id="connectionTypeLabel">Connection type:</label>
<select class="connectionType" id="connectionTypeSelection" name="connection-
type" clientidmode="Static" runat="server">
<option id="computerNameOption" value="computer-name" selected="selected">Computer Name</option>
<option id="connectionUriOption" value="connection-uri">Connection URI</option>
</select>
</span>

N U3MEHAEM MepBYIo CTPOKY Ha:
<span class="field" style="display: none;">

2. CkpbiBaemkHonky Optional connection settings. 1na aToro Haxoanm 610K:

<div class="show-advanced" >

<button id="advancedOptionsButton" type="button">

<img id="arrowlcon" src="../images/down_arrow.png" width="15" height="15" alt="open" />
</button>

<label for="advancedOptionsButton" id="advancedOptions">Optional connection settings
</label>
</div>

M UCnpaBasem NepByto CTPOKY Ha
<div class="show-advanced" style="display: none;" >

BAXKHO! Mepepn oTKpbITMEM HEOOXOAUMO CMEHUTL BRagensua ¢daiina c Trusted installer n usmenuTs
npasa gna rpynnbl Administrators, nHaye coxpaHuTb dpaiin byaeT HEBO3MOKHO.
O6HoBNAEM CTPAHMLY M BUAUM, YTO HA HEM OCTANI0Ch BCErO TPU NONA:



2% Windows Server 2012

Windows PowerShell Web Access

Enter your credentials and connection settings
User name:
Password:

Computer name:

© 2013 Microsoft Corporation. All rights reserved.

Cnefyowmin war — noAcTaBuTb Heobxoammoe 3HadeHue Configuration name B 3aBUCMMOCTU OT UMEHMU
nonb3osatens. [lna atoro Haxoaum B daine logon.aspx GyHKLMIO, BbINONHAOLLYIOCA NOC/E HAXKATUA Ha

Sign in 1 npoBepsAtoLLyto (MU3MEHAIOLLYIO) 3HAYEHURA:
S("form").submit(function () {

B camom Hauane pyHKLMM MMA Nob30BaTeNA M3 GOPMbI COXPAHAETCA B NEPEMEHHYIO (3TUM Mbl

BOCnosab3yemca no3>+<e):
var username = S("#userNameTextBox").val().trim();

Haxoaum 610K Koaa:

if (S("div.error").isVisible()) {
// Need to clear the passwords when clientside validation fails
S("#passwordTextBox").val("");
S("#altPasswordTextBox").val("");
return false;

}

TaK KaK K MOMEHTY UCNONHEHNA OAHHOTO KO4a BCE NPOBEPKU BbINOJZIHEHDbI, MOC/NE 3TOro 610Ka KOoA4a
MOYHO BCTaBUTb CBOM KOZ, @ MMEHHO NOACTaBUTb Heobxoanmoe 3HaYeHne Configuration name B
3aBUCUMOCTUN OT MMEHU NOJZIb30BaTENA:
switch (username) {
case "azure\\user1":
S("#configurationNameTextBox").val("HelpDesk");
break;

case "azure\\user2":
S("#configurationNameTextBox").val("SuperHelpDesk");
break;
}

[aHHbI KognoAacTasuT Ananosb3osaTtens azure\userlConfiguration name pasHbim HelpDesk, ana
azure\user2 — SuperHelpDesk. CoxpaHsem logon.aspx, o6HoBAAeMm cTpaHuLy B 6paysepe u



BbINO/IHAEM BXOZ, NoZ, nonb3oBatenem azure\userl. BUamm, 4to BbINOAHWUACA CKPUNT
StartupHelpDesk.ps1, npusasaHHbIi K ceccum HelpDesk:

=n Windows Server 2012

Windows PowerShell Web Access

Enter your credentials and connection settings

User name: azure\userl

Password: sessasssnne

Computer name: dct.azure.local *

Sign In

@ 2013 Microsoft Corporation. All rights reserved.

session HelpDesk... done

Connected to: dcl.azure.loca

BbinonHsem Bxoa nof nonb3oBartesnem azure\user2 v BUAMM, YTO BbIMONHUACA CKPUNT
StartupSuperHelpDesk.psl1, npusasaHHbIi K ceccum SuperHelpDesk:



2= Windows Server2012

Windows PowerShell Web Access

Enter your credentials and connection settings

User name: azure\user2

Password: sesessnsene

Computer name: dct.azure.Jocal %

Sign In

€ 2013 Microsoft Corporation. All rights reserved.

icrosoft Corporation. All rights reserved.

Setting environment for s SuperHelpDesk. .. done

= History: ¢ I+ Connected to: del.azure.loca

Takum 06pa3om, CTO/Ib IK30TUYECKAA AN1A HALWKX WIMPOT PyHKUMA, Kak PowerShell Web Access, moseT ¢
yCnexom UCnoNb30BaTbCA 414 AeNerMpoBaHUA a4MUHUCTPATUBHbIX MOJIHOMOYMIA, B TOM YNCIE U B
reTeporeHHbIX MHGPACTPYKTypax.

ABTOp cTatbu: Cepreii py3nos.



