Bbicokas 3arpy3Kka npoueccopa Mikrotik. Yto aenatb - DNS flood
OTparkaem aTaku

https://wiki.merionet.ru/seti/4/vysokaya-zagruzka-processora-mikrotik-chto-delat/

CeteBoe obopynoBaHue BeHaopa Mikrotik asnaetca Becbma N1060MNbITHLIM M NPUBAEKATENbHbIM
npoayktom B cermeHTe SOHO (Small office/home office). CooTHowWweHMe LeHbl, KavecTBa, YHKLNOHANA
N cTabmabHocTM obecneymnBaeT Bce 60/blee pacnpocTpaHeHne Heboblnx benbix KopoboueK B odurcax
He6O0NbLINX KOMMAHUN.

Ho cnycTs Kakoe-To Bpemsa 6e33ab0THOro Nonb3oBaHMA, N0Ab30BaTE/NIM HAYMHALOT XKaNoBaTbCA.
AamuHuctpaTtop, oTkpbiB Winbox, nepexoaut B pasaen System - Resources 1 BUAUT, YTO 3arpy3Ka
npoueccopa 100%:

Resources

Uptime:
Free Memory:

Total Memory:

CPU:
CPU Count
CPU Frequency:

30d 16:42:44 K

I

PCl
UsSB
P

95.7MiB
1280 MiB

MIPS 74Kc V4.12
1

[w]
=

600 MHz

[cPU Load:

100 %

Free HDD Space:
Total HDD Size:

Sector Writes Since Reboot
Total Sector Writes:

Bad Blocks:

Architecture Name:
Board Name:
Version:

Build Time:

Resources
Uptime:
Free Memory:

Total Memory:

CPLU:
CPU Count:

CPU Frequency:

1112 MiB
128.0 MiB

39359
49522
00 %

mipshe
RB951Ui-2HnD
6.354 (stable)
Jun/09/2016 13:12:02

=]
oK

30d 16:42:44

PC
USB
CPU

95.7 MiB
128.0 MiB

MIPS 74Kc W4.12

1
600 MHz

[ CPU Load:

100 %

Free HDD Space:

Total HDD Size:

Sector Writes Since Reboot
Total Sector Writes:

Bad Blocks:

Architecture Name:
Board Mame:
Version:

Build Time:

111.2 MiB

128.0 MiB

39 359
49 522

0.0 %

mipsbe
RE951Ui-2HnD
6.35.4 (stable)
Jun/09/2016 13:12:02




Resources ]

Uptime: [30d 16:42:44 Y
Free Memory: |95.? MIB |
Total Memory: [128.0 MiB | | us |
CPU
CPU: |MIPS 74Kc V4.12 —

|
CPU Count |1 |
CPU Frequency: |6{}(]' MHz |
CPU Load: |100 % |

Free HDD Space: |111.2 MiB |
Total HDD Size: |1280MiB |

Sector Writes Since Reboot |39359 |
Total Sector Writes: 49 522 |

Bad Blocks: 0.0 % |

Architecture Name: |mipsbe
Board Name: |RB‘951Ui—2HnD
Wersion: |6.35.4 (stable)

Build Time: |Jun,fl}9f2{]'16 13:12:02

He cTouT Bo/IHOBaTLCA. Y HAc ecTb pelleHune. Bce HAaCTPOMKM U «TPabALWyTUHT» ByAem OCyLwecTBAATb C
nomouibto Winbox.

Hacrtpoiika Firewall B Mikrotik

MepBbiM AeNOM AaBaiiTe NpoBepum ciyKby, KoTopas Hosblue BCero «0TbeAaeT» Pecypcos Npoueccop.
[Ons atoro, nepengem B pasaen Tools - Profile:

Profile {(Running}

‘ Name. ___console hlsane

—D

Mame: dns Usage:

—E

Mame: ethernet Usage: 00
—1

Name: idle Usage: 101
— M

Name: management Usage: 151
—H

Mame: networking Usage: 0.0
—P

Mame: profiling Usage: 00
—Q

Mame: queue-mamt Usage: 0.0
— U

Name:  unclassified Usage: 051
-\

Mame: winbox Usage: 00
Name:  wireless Usage: 05|

Kak BUAHO M3 CKPUHLLOTA, IbBUHYIO A0/110 PECYPCOB HALWEero npoueccopa 3aHMmaeT cay>kba DNS.
[aBaliTe NoCMOTPUM, YTO NPOUCXOANT HA YPOBHE 0OMEHa NakeTaMu Ha OCHOBHOM UHTepdelic etherl.
Ona atoro Bocnonbayemcs ytuantoit Tools - Torch:
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Mbl BUgMM 6onbLIOE KOIMYECTBO MAKETOB C pasnyHbIx IP —agpecos Ha 53 nopT. Haw Mikrotik
OTBEYAET Ha KaXKAblIM U3 TaKMX 3aNpPOCOB, TEM CaMbIM, HEPALLMOHAIbHO UCMOb3YA Pecypcbl NpoLeccopa
M NOBbILWAA TeMNepaTypy.

31y npobnemy Haao pewatb. Cyaa No cCHATOMY Aamny, NakeTbl NPUXOAAT € YacToTol 10-20 ceKyHA, €
oaHoro IP —aapeca. lobasum B Haw Firewall aBa npasuna:

1. Bce IP —agpeca, NakeTbl C KOTOPbIX NPMXOAAT Ha 53 nopT Halwero MmMKpoTMKa byayT nomeLaTbes
B CneumanbHbii ancT ¢ Ha3eaHnem dns spoofing Ha 1 yac.

2. Kaxabiii IP — agpec, c KoToporo byaeT nocTynaTb 3anpoc Ha 53 nopt 6yaeT npoBepaTbCA Ha
npeameT HaxoxaeHus B cnucke dns spoofing . Eciv oH Tam ecTb, Mbl Byem cYnTaTb, YTO 3TO
DNS — cnydpuHr c 4acToToM perke Yem pas B Yac 1 byaem AponaTb AaHHbI NAKeT.

Mepexoaum K HacTpoike. B pasgene IP - Firewall - Filter Rules co3gaem nepsoe npaBuio HaxKaB Ha
3HAYOK «+». Bo Knagke General ykasbiBaem cnegytolime napameTpbi:
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« Chain = input - o6pabaTbiBaem npuxoaALLMe nakeTbl
+ Protocol = UDP - Hac MHTepecytoT NaKeTbl, Y KOTOPbLIX B Ka4yecTBe TpaHcnopTa ucnonbayetcs UDP
+ Dst. Port =53 - noptTom HasHauyeHUA Ao/KeH bbiTb 53 nopT, To ectb DNS cnyxba

+ In. Interface = etherl - npoBepKa NnoaBepraloTca BCE NaKeTbl, KOTOPbIE NPUXOAAT Ha UHTepdeNC
etherl, KOTopbIi CMOTPUT B NYBANYHYIO CETb.



Mepexoaum BO BKAaAKy Action:

Firewall Rule <53=
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ClLog PPy
Log Proe| B
Comment
Address List | dns spoofin ¥
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« Action = add src to address list - B KauectBe gencraua, mbl bygem nobasnsats IP —agpec
MCTOYHMKA B CneLmasbHblIi AnUCT

« Address List = dns spoofing - yka3biBaem umsa nucra, B KoTopblii gobasnsem IP

+ Timeout = 01:00:00 - no6aBnsem Ha 1 yac

Haxkumaem Apply n OK. Hactporm BTOpoe NpaBuio, TaK XKe HaXKaB Ha «+»:
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Kak BUAHO, HacTpoMKM Bo BKNaaKke General B ;aHHOM BKNagKe MAEHTUYHbBI NEPBOMY NpaBuy.
Haxkumaem Ha BknagKy Advanced:
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» Src. Address List= dns spoofing - ykasbiBaem MWKPOTHKY, NPON3BOANTb NPOBEPKY NPUXOAALLETO
nakeTa Ha NpeaMeT HaXOXKAEeHUA B YKa3aHHOM /iucTe

Mepexoaum BO BKAaAKy Action:

Filneall Huie <5533

Ganerst Advanped Exia Attinn | Sisisbes [ Ok ]
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Log f
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« Action =drop - ecnun IP — agpec nakeTa ecTb B YKa3aHHOM CMUCKe, TO ApOonaem 3TOT NakKerT.

MNMocne Toro, Kak oba NpaBuna cTanun akTUBHbI Nepexoam Bo Bknaaky IP - Firewall - Address Lists:



Dher=izs RS Margls ScprcnFoms Connociors SOCnoss Lcls |L:r|'\cr.'|-'|n1c-cnb

[+ll=I1 fzl =] ]

Famiz B = [ | [T
e
oomn
@ manm
-
I I35 14373333 [[EETEE
L g 2 [LEE AT
I 1IR3 13735 | x|
L A Lol i ] [P L Y LG

Kak BuaHo, agpeca ctanm Ao6asaaTbca B CNUCOK Ha 1 yac. Tenepb AaBaiTe NpoBEPUM 3arpysky

npoueccopa:
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Mzafineviz £ sarpy3eaf npogecoopa va Motk peiliska

Tenepb 3arpy3ka npoteccopa B npegenax Hopmol. Mpobnema pelueHa.



