Addons Fix for 56.0.2 & older

https://www.reddit.com/r/firefox/comments/bkspmk/addons fix for 5602 older/

| cooked this up from the "normandy" hotfix - Firefox 56.0.2 doesn't have normandy.

From the hotfix which can be downloaded at: https://storage.googleapis.com/moz-fx-normandy-prod-
addons/extensions/hotfix-update-xpi-intermediate%40mozilla.com-1.0.2-signed.xpi

If you want to manually run this on Firefox 57+ you use XPIDatabase instead of XPIProvider.

| extracted the certifcate & turned it into a PEM format file:

MITIHLTCCBRWgAwWIBAgIDEAAIMAOGCSqGSIb3DQEBDAUAMHOXCZzAIBENVBAYTALIVT
MRwwGgYDVQQKEXNNb3ppbGxhIENvcnBvcmFOaWOuMS8wLQYDVQQLEYZNb3ppbGxh
IEFNTyBQcm9kdWN@aWOUIFNpZ25pbmcgU2VydmljZTEfMBOGALIUEAXMWcmOvdC1j
YS1wcm9kdWNOaWSuLWFtbzAe FwOXNTAOMDQWMDAWMDBaFwOyNTAGMDQWMDAWMDBa
MIGnMQswCQYDVQQGEwIVUzECcMBOGAIUEChMTTW96aWxsYSBDb3Jwb3JhdGlvbjEv
MCOGALUECXMMTW96alWxsYSBBTU8gUHIVZHVjdGlvbiBTaWduaW5nIFNlcnZpY2Ux
JjAkBgNVBAMTHXNpZ25pbmd jYTEuYWRkb25zLmlvemlsbGEub3JInMSEwHWYJKoZI
hvcNAQkBFhImb3hzZWNAbW96aWxsYS5]jb20wggIiMAOGCSqGSIb3DQEBAQUAA4IC
DwAwggIKA0ICAQC/qluiiI+w06qGA4VvH7 cHVIWVXpdju9InvbwnrbYmxhtUpfS68L
bdjGGtv7RP6F1XhHT4AMU3v4GUMUlHOE4AWfalm8evsb3tBIRMIPICIX5UCLi6VI6]
2vipXSWBf8xbcOB+PY5Kk6L+EZiWaepiM23CdaZjNOICAB6wWFH1Ge+zUk87whpla
7GrtrHjTb8u9TSS+mwjhvgfP8ILZrWhzb5H/ybgmD7jYalGIDY/WDmqlgVe@3fSh
XxDO9M11P7H3805kbFLnbbgqpqC6n8STUI31MiJAXAN2e6rAOMBEMOCAYOEC5KUoOX
KRsYvHzhwwHkwIbbe6QpTUlIqvwlMP1QPs7Zu/MBnVmyGTSqIxtYoklr@MaEXnJIN
Y3g3FDf1RO0pp2/BEY9Vh3Fc9Pq6qWIhGoMyWdueoSYa+GURGDbsuYnk7ZkysxK+
YROFJu4x3TUBMMKM14jQKLgxvuIzWVn6qg6cw7ye/DYNufc+DSPSTSakSsWI9IPx
1AU7xJ+GCMzaZ10Y3VGOybGLUPxD1Sd6KALAoMc19ghB2mv{BON3wv6ulWnbKuxih
q/qDps+FjliNvr7C66mIVH+9rkyHIy6GgIUlwr7E88Qqw+SQeNeph6NIY85PL4p0o
Y8KivKP43928tpp18wLUHNbIG+YaUk5WUDZ6/2621pil9UZQ8iiHxN/XKQIDAQAB
04IBiTCCAYUwDAYDVROTBAUWAWEB/zAOBgNVHQ8BAf8EBAMCAQYWFgYDVRO1IAQH/
BAwwCgYIKwYBBQUHAWMWHQYDVROOBBYEFBY++xz/DCuT+JsV1y2jwuZ4YdztMIGo
BgNVHSMEgaAwgZ2AFL0861h0qg+FueCqyq5wjHghjLJe30YGBpH8wfTELMAKGALUE
BhMCVVMxHDAaBgNVBAOTE@1vemlsbGEgQ29ycG9yYXRpb24xLzAtBgNVBAsTIk1v@sulWf
QLsNyphTMbYKyTqQYHxXYJIno9PuNi7e1903PvM47fKB5bFmSLyzB1hB1YIVLj0Q/Y
qD4nz31ADDB91gMBB7vR2h5bRjFqLOXuOutNNcNRnv7UPqtVCtLF2jVb4/AmdIU7
8jpfDs+BgY/t2bnGBVFBuwqS2Kult/2kth4YMrL5DrURIM80XWVQRBKxzr843yDm
Ho8+2rgxLnZcmWoe8yQ41srZ4IB+V3w2TIAd4gxZABOXa6KTfnRAD8REES5sgmgQoK
7Y/hdvd9AhuGWEZI8Eg+mDeCeojWcyjF+dt6c20ERITMFTIFU0OJEjIwLyIqHKt+
eApEYpF7imaWcumFN1jR+iUjE4ZSUoVxGtZ/Jdnkf8VVQMhiBA+i7r5PsfrHg+1q
TTGOg+GzYXx70moeJATOzo4c=

————— END CERTIFICATE-----

Save the block including the BEGIN & END lines in a text file with the extension .pem
| saved mine as icfix.pem

Then import the certifcate into firefox into firefox via:

1. "Options",
2. "Privacy & Security",



downto "Certifcates"
View Certifcates

Select "Authorities"
Import

Select the PEM file

Tick the checkboxes, then OK
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Then in the browser console Ctrl+Shift+) you run the following two lines:

Components.utils.import("resource://gre/modules/addons/XPIProvider.jsm");
XPIProvider.verifySignatures();

You may need to enable the browser console input mode via about:config Set devtools.chrome.enabled to true
All being well in the addons page everything should pop back to being enabled.

You may need to disable & enable some of the addons to kick them into life.

| had to restart to get classic theme restorer working again.

| have copy of this guide on my site at https://www.velvetbug.com/benb/icfix/ along with the certificate pem file.




Fix for the firefox intermediate certifcate expiry fiasco.

https://www.velvetbug.com/benb/icfix/

| cooked this up from the "normandy" hotfix - Firefox 56.0.2 doesn't have normandy.

From the hotfix: hotfix-update-xpi-signing-intermediate-bug-1548973 which can be downloaded:
https://storage.googleapis.com/moz-fx-normandy-prod-addons/extensions/hotfix-update-xpi-
intermediate%40mozilla.com-1.0.2-signed.xpi

Once downloaded you can unzip it and examine: experiments/skeleton/api.js

The payload looks like:

/* eslint no-unused-vars: ["error", { "varsIgnorePattern": "skeleton" }]*/
ChromeUtils.defineModuleGetter(this, "XPIDatabase",
"resource://gre/modules/addons/XPIDatabase.jsm");

var skeleton = class extends ExtensionAPI {
getAPI(/* context */) {
return {
experiments: {
skeleton: {
async doTheThing() {
// first inject the new cert
try {
let intermediate =
"MITIHLTCCBRWgAwWIBAgIDEAAIMAOGCSqGSIb3DQEBDAUAMHOXCzAIBgNVBAYTA1VTMRWwGEYDVQQKEXNNb3ppbGxhIENvVcnBv
cmFOaW9uUMS8wLQYDVQQLEYZNb3ppbGxhIEFNTYBQcm9kdWNOaWOUIFNpZ25pbmcgU2VydmljZTEfMBOGAIUEAXMWcmOvdC1jY
Siwcm9kdWNOaWOULWFtbzAe FWOXNTAGMDQWMDAWMDBaFwOyNTAOMDQWMDAWMDBaMIGNMQswCQYDVQQGEwIVUzZECcMBOGA1UECh
MTTW96aWxsYSBDb3Jwb3JhdGlvbjEVMCOGAIUECXMMTWI6aWxsYSBBTU8gUHIVZHVjdGlvbiBTaWduaW5nIFNl1cnZpY2UxJjA
kBgNVBAMTHXNpZ25pbmd jYTEuYWRkb25zLmlvemlsbGEub3InMSEwHWYJKoZIhvcNAQkBFhImb3hzZWNAbW96aWxsYS5jb2ow
ggIiMAOGCSqGSIb3DQEBAQUAAAICDWAWEEIKAOICAQC/qluiiI+w06qGA4VH7 cHVWvXpdju9dnvbwnrbYmxhtUpfS68LbdjGG
tv7RP6F1XhHT4MU3v4GUMUlHOE4Wfalm8evsb3tBIRMIPICIX5UCLi6VI6I2vipXSWBF8xbcOB+PY5Kk6L+EZilWaepiM23Cda
ZjNOJICAB6WFH1Ge+zUk87whpLa7GrtrHjTb8u9TSS+mwjhvgfP8ILZrWhzb5H/ybgmD7jYalGIDY/WDmqlgVe@3fShxDO9M11
P7H3805kbFLnbbgpqC6n8SfUI31MiJAXAN2e6rAOM8EmMocAYOEC5KUo0XKRsYVHZhwwHkwIbbe6QpTUlIqvwlMP1QPs7Zu/MB
nVmyGTSqIxtYoklr@MaEXnINY3g3FDf1RO0pp2/BEY9Vh3Fc9Pq6qWIhGoMyWdueoSYa+GURGDbsuYnk7ZkysxK+yRoFJu4x3
TUBMMKM14jQKLgxvuIzWVneqg6cw7ye/DYNufc+DSPSTSakSsWI9IPxiAU7xJ+GCMzaZ10Y3VGOybGLUPxD1Sd6KALAoMc19g
hB2mvfBON3wv6ulWnbKuxihq/qDps+Fj1liNvr7C66mIVH+9rkyHIy6GgIUlwr7E88Qqw+SQeNeph6NIY85PL4ApOY8KivkKP4192
8tpp18wLUHNbIG+YaUk5WUDZ6/2621pil19UZQ8iiHxN/XKQIDAQAB0o4IBiTCCAYUwWDAYDVROTBAUWAWEB/zAOBgNVHQ8BATSE
BAMCAQYwFgYDVRO1AQH/BAwwCgYIKwYBBQUHAWMWHQYDVROOBBYEFBY++xz/DCuT+JsV1y2jwuZ4YdztMIGoBgNVHSMEgaAwg
Z2AFL0861h@g+FueCqyq5wjHghjLJe30YGBpH8wfTELMAKGALUEBhMCVVMXHDAaBgNVBAOTE@1vemlsbGEgQ29ycGI9yYXRpb2
AxLzAtBgNVBAsTIklvemlsbGEgQU1PIFByb2R1Y3Rpb24gU21nbmluZyBTZXJ2aWN1IMR8wWHQYDVQQDEXZyb290LWNhLXByb2R
1Y3Rpb24tYW1vggEBMDMGCWCGSAGG+EIBBAQMFiRodHRWOi8vYWRkb25zLmlvemlsbGEub3InL2NhL2NybC5wZWOWTgYDVROe
BEcwRaFDMCCCHi5jb250ZW50LXNpZ25hdHVyZS5tb3ppbGxhLmoyZzAfghljb250ZW50LXNpZ25hdHVyZS5tb3ppbGxhLmoyZ
zANBgkqhk 1GO9wOBAQWFAAOCAGEAX1PN1i/zErw3tK3S9Bv803RV4AtHkrMa5xztxz1Wja@VAUIKEQx7f1yM8vmcQI9g5RE8SWFC
43TIePwzbAoum5F4BTM7tqM/ /+e476F1YUgB7SnkDTVpBOnV5vRLz1Si41iJ/UOHUVMUVNIEweXvKg/DNbXuCreSvTEAawmRIXq
NY0aigQD8x4hCzGcVtIi5Xk2aMCIW2K/6IqkN50pnLBNkPx6FeiYMICP8zOFIz3fv53FHgu30eDhi2u3VdONjK3aaFWT1KNiG
eDU0/1rosulfQLsNyphTMbYKyTqQYHXxXYJIno9PuNi7e1903PvM47fKB5bFmSLyzB1hB1YIVLj0/YqD4nz31ADDB91gMBB7vR2
h5bRjFqLOXuOutNNcNRnv7UPqtVCtLF2jVb4/AmdIU78jpfDs+BgY/t2bnGBVFBuwqS2Kult/2kth4YMrL5DrURIM80XWVQRB
Kxzr843yDmHo8+2rgqxLnZcmWoe8yQ41srZ4IB+V3w2TIAd4gxZABOXa6KfnR4AD8BREES5sgmgQoK7Y/hdvd9AhuGWEZIBEg+mDe
CeojWcyjF+dt6c20ERITMFTIFU0OJEjIwLyIgHKt+eApEYpF7imaWcumFN1jR+iUJjE4ZSUoVxGtZ/Jdnkf8VVQMhiBA+i7r5P
sfrHg+1qTTGOg+GzYXx70moeJATOzo04c=";
let certDB = Cc["@mozilla.org/security/x509certdb;1"].getService(Ci.nsIX509CertDB);
certDB.addCertFromBase64(intermediate, ",,");
console.log("new intermediate certificate added");
} catch (e) {
console.error("failed to add new intermediate certificate:", e);

}

// Second, force a re-verify of signatures
try {
XPIDatabase.verifySignatures();
console.log("signatures re-verified");



} catch (e) {
console.error("failed to re-verify signatures:", e);
}
}
}
¥
s
}
}s

| extracted the certifcate from the "let intermediate" line & turned it into a PEM format file:

MIIHLTCCBRWgAWIBAgIDEAAIMAOGCSqGSIb3DQEBDAUAMHOXCZzAIBENVBAYTALIVT
MRwwGgYDVQQKEXNNb3ppbGxhIENvcnBvcmFOaWOuMS8wLQYDVQQLEYZNb3ppbGxh
TEFNTyBQcm9kdWNOaWSuIFNpZ25pbmcgU2VydmljZTEfMBOGAIUEAXMWcmIOvdC1 ]
YS1wcm9kdWNOaWOuLWFtbzAe FwOXNTAGMDQWMDAWMDBaFwOyNTAOMDQWMDAWMDBa
MIGnMQswCQYDVQQGEwWIVUzECMBOGAIUEChMTTW96aWxsYSBDb3Jwb3JhdGlvbjEv
MCOGALIUECXMMTW96alWxsYSBBTU8gUHIVvZHVjdGlvbiBTaWduaW5nIFN1cnZpY2Ux
JjAkBgNVBAMTHXNpZ25pbmdjYTEUuYWRkb25zLmlvemlsbGEub3InMSEwHWYJKoZI
hvcNAQkBFhImb3hzZWNAbW96aWxsYS5]jb20wggIiMAOGCSqGSIb3DQEBAQUAAAIC
DwAwggIKA0ICAQC/qluiiI+w06qGA4VvH7 cHVIWVXpdju9InvbwnrbYmxhtUpfS68L
bdjGGtv7RP6F1XhHT4MU3v4GUMUlHOE4Wfalm8evsb3tBIRMIPICIX5UCLi6VI6]
2vipXSWBf8xbcOB+PY5Kk6L+EZiWaepiM23CdazjNOICAB6WFH1Ge+zUk87whplLa
7GrtrHjTb8u9TSS+mwjhvgfP8ILZrWhzb5H/ybgmD7jYalGIDY/WDmglgVe@3fSh
xDO9M11P7H3805kbFLnbbgpqC6n8SFUI31MiJAXAN2e6rAOMBEMOCAYOEC5KUoOX
KRsYvHzhwwHkwIbbe6QpTUlIqvwlMP1QPs7Zu/MBnVmyGTSqIxtYoklr@MaEXnJIN@1vemlsbGEgQ29ycG9yYXRpb24xLzAtBgNVBAsTIk1v
emlsbGEgQU1PIFBYb2R1Y3Rpb24gU21nbmluZyBTZXJ2aWN1IMR8WHQYDVQQDEXZyY
b290LWNhLXBYb2R1Y3Rpb24tYW1vggEBMDMGCWCGSAGG+EIBBAQMFiRodHRWOi8v
YWRkb25zLmlvemlsbGEub3InL2NhL2NybC5wZWOWTgYDVROeBEcwRaFDMCCCHi5j
b250ZW50LXNpZ25hdHVyZS5tb3ppbGxhLm9yZzAfghljb250ZW50LXNpZ25hdHVY
Z255tb3ppbGxhLm9yZzANBgkqhkiGOwOBAQWFAAOCAZEAX1PN1i/zErw3tK3S9Bv8
03RV4tHkrMa5xztxz1Wja@VAUIKEQXx7f1yM8vmcQI9g5RE8WF c43IePwzbAoum5F
4BTM7tgM//+e476F1YUgB7SnkDTVpBONnV5vRLZz1Si41iJ/UGHUVMUVNIEweXvKg/D
NbXuCreSvTEAawmRIxgNYoaigQD8x4hCzGcVtIi5Xk2aMCIW2K/6IgkN50pnLBNk
Px6FeiYMICP8zOFIz3fv53FHgu30eDhi2u3VdONjK3aaFWT1KNiGeDUO/1r@suWf
QLsNyphTMbYKyTqQYHxXYJIno9PuNi7e1903PvM47fKB5bFmSLyzB1hB1YIVLj0Q/Y
qD4nz31ADDB91gMBB7VvR2h5bRjFqLOXuOutNNcNRnv7UPqtVCtLF2jVb4/AmdIU7
8jpfDs+BgY/t2bnGBVFBuwqS2Kult/2kth4YMrL5DrURIM80XWVQRBKxzr843yDm
Ho8+2rgxLnZcmWoe8yQ41srZ4IB+V3w2TIAd4gxZABOXa6KfnRAD8BREESsgmgQoK
7Y/hdvd9Ahu@WEZI8Eg+mDeCeojWcyjF+dt6c20ERITMFTIFU0OJEjIwLyIqHKt+
eApEYpF7imaWcumFN1jR+1iUjE4ZSUoVXxGtZ/Jdnkf8VVQMhiBA+17r5PsfrHg+1q
TTGOg+GzYx70moeJ]ATOzo4c=

----- END CERTIFICATE-----

Download as icfix.pem
Then import into firefox:

"Options",

"Privacy & Security"”,
downto "Certifcates"
View Certifcates
Select "Authorities"
Import
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7. Select the PEM file
8. Tick the checkboxes, then OK

Then in the browser console Ctrl+Shift+) you run the following two lines:

Components.utils.import("resource://gre/modules/addons/XPIProvider.jsm");
XPIProvider.verifySignatures();

You may need to enable the browser console input mode via about:config
Set devtools.chrome.enabled to true

If you want to manually run this on Firefox 57+ you use XPIDatabase instead of XPIProvider.
You then restart firefox.
Most addon should start working, some (umatrix) have Uls that won't work until you disable & then enable them.

OTKNOYUTb NPOBEPKY LMdpPoBOIi noanucK Yepes yctaHoBKY B about:config nepemeHHoM
«xpinstall.signatures.required» B 3HaueHue «false»



