
Configure Firewall and IP sets in ESET Endpoint Security or ESET PROTECT
Issue

 ESET PROTECT users
 ESET Endpoint users

https://support.eset.com/en/kb7266-configure-firewall-zones-and-profiles-in-eset-endpoint-security
Solution

I. Create the connection profile
II. Define IP sets

III. Create the rule

ESET PROTECT users

ESET PROTECT users can create a policy and define the connection profile, IP sets and rules using the Common features
function.

1. Open the ESET PROTECT Web Console.
2. Click Policies → New Policy.
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3. In the Name field, type a name and click Continue.
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4. In the Select product drop-down menu, select Common features. Click Network Access Protection. Continue to
the sections below to create and define the connection profile, IP sets and rules.
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I. Create the connection profile

1. Open the main program window of your Windows ESET product.
2. Press the F5 key to open Advanced setup.
3. Click Protections → Network access protecƟon. Next to Network connection profiles, click Edit.
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4. Click Add.
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5. In the Name field, type a profile name. After profile settings are added click OK → OK. Continue to section II.
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II. Define the IP sets

1. Next to IP sets, click Edit.
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2. Click Add. In the Name field, type a name. In the Remote computer address field, type the IP address or subnet
and click OK → OK.
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3. Add any additional IP sets. Continue to section III.

III. Create the rule

1. Expand Firewall. Next to Rules, click Edit.
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2. Click Add.
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3. Create the rule as needed.
4. Expand Profile. Click Selected and select the profile previously created. Click OK → OK → OK.
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