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Active Directory Users and Computers console

We can view the assigned permissions on an Organizational Unit (OU) in the graphical user interface, also we can use
Active Directory Users and Computers console, but we must enable Advanced Features under view (Figure-1).
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After enabled, right click on OU (for example OU=NewYork), select Properties (Figure-2).

Figure-2
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Fle Acton View Help

. Active Directory Users and Computers
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Now, select Security tab, than select Advanced button. In Permissions tab (other name is Discretionary Access Control
List - DACL), you can see ACEs lists (Figure-3).
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Dsrevoke Tool

Download Dsrevoke

The assigned permissions can be display in the form of access control entries (ACE) with the command tool DSREVOKE
and can be removed too.

For example, We need view User=Ed.Price permissions on OU=NewYork, run this command (Figure-4):
Dsrevoke /Report OU=NewYork,DC=Contoso,DC=Com Contoso\Ed.Price

Figure-4
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Ed.Price has 2x ACEs (ACE #1 and ACE #2). Now, for example we check ACE #2 on Active Directory Users and Computers
console (Figure-5).

Figure-5
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Now, we need remove or delete Ed.Price delegated permissions from NewYork OU. We run this command (Figure-6):

(The following security prompt when deleting must be confirmed with a "y")

Dsrevoke /Remove OU=NewYork,DC=Contoso,DC=Com Contoso\Ed.Price

Figure-6
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All permissions of a user or group from a specific container, such as OU and thus also of the underlying objects are
removed with this command:

Dsrevoke /Remove "/root:<DN of the OU>" Domain\sAMAccountName

LIZA Active Directory Security, Permission and ACL Analysis

Download LIZA =

Liza is a free tool for Active Directory environments which allows you to display and analyze object rights in the
directory hierarchy. You could use the tool for example to perform security permission analysis in an AD domain or the
AD Configuration Partition.

We can use LIZA and view Ed.Price delegated permissions on NewYork Organizational Unit (OU).

Click on NewYork OU and you can see on Security Descriptor (right site), permissions tab, Ed Price delegated
permissions (Figure-7).

Figure-7
_islx]
€3 C) object [B n =Bt
035 e
Objects (53) Security Descriptor
E--"‘.'f_-} contoso.com Permissions |.N.|d'rl | Ownerl
"'ggdr;_'” Type | 1| Name [ Scops [F[R[w[L]|c[o]s [ Popagation
= m::; Grant [ Autherticated Users | T M T T T T [T Thsobeconly |}
£3) Computers Grant | Enterprise Domain Controllers ] T M T [T Thisobject onfy
..|8] Deleted Objects Grart x| Domain Contrallers ] tokenGroups' attribute | i 2 e i A
E:I Domain Controllers Grant tokenGroups' attribute rerrOrr .
{3 Employee Grent x| tokenGroups' attribute rMOCoOo-CnC
|53 Exchangelsers Gmnt x| rroororw bjects
~-{E3) ForeignSecurityPrincipals Grant [ System ] W W ¥ W ¥ ¥ ¥ Thisobiect only
6 Infrastructure Grant Accourt Operators ‘computer objects T O W W [ This objsct only
Grant Account Operators “group’ objects C OO W [T Thsobisct only
E]@ NewYork Grart Account Operators ‘inetOrgPerson’ objects T CC I W W [T Thsobiec only
Lotas Grant Account Operators ‘user’ objects | N A T object only
% Program Data Grant ©  Administrators T OO C O W Thisobisct and all child objects
Services A o
S Sptem AR
-8 Usm_ ‘User' objects rrOcr¥wFEr-
15 Washington I v v v v
Grant ompatible | - i i i A
Grant  « ompaticle rVMOCCCOCrC
Grant «x ompatible | I I I I
Grant ompatible | i 2 i i i i
Grant ompatible rFMOCOCCC
Grant «x ompatible | A 2 I A S A
Grant ompatible ) rFCCCC ¢
Grant ompatible General Information | 2 S S I
Grant «x ompatible Group Membership | I 20 I I A I
Grant ompatible rFCCCC ¢
Grant ompatible | 2 e i i
Grant ompatible Logon Information rPrCrOrorr
4
¥ Inherit pamissions from parent objects. Show ACE
Select trustee for ACL analysis |
A"'Startl J i o @ (=] J BN Administrator: Cnmmand..‘l : Active Directory Users a... | ﬁ Administrator ”. DC1.CONTOS0.COM [C... J DE| @[ﬂp 03:00

We can see ACE in detail. Click on Ed Price name (which you need see details), then Click Show ACL (Figure-8)

Figure-8
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Now, we can see Ed Price has Create and Delete User objects permissions on NewYork OU (Figure-9).
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Sometimes we have many OUs and we only want to see that user has delegated permission to which OUs.
We can use this batch file.

DelegateView.bat

@ECHO OFF

SET ACCOUNT=%1

IF NOT DEFINED ACCOUNT GOTO USAGE

FOR /F "usebackq delims=XXX tokens=1" %%i IN (‘dsquery ou’) DO (
dsacls %%i | find /1 "%1" > nul

IF ERRORLEVEL 1 (

echo Account %1 has no explicit entries in DACL

) ELSE (

echo Account %1 has explicit entries in the DACL of %%i

)

)

GOTO END

:USAGE

echo.

echo USAGE: %0 [account name or security group]

echo.

echo EXAMPLE: %0 Administrator

:END

Here is example using DelegateView.bat for user Ed.Price, we run this command:

DelegateView.bat Contoso\Ed.Price



Contoso:\Ed.
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-Price
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Price
Price
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in DACL

no explicit entries i

"OU=IT.OU=NHewYork.DC=contoso.DC=com"

"OU=Test.0U=NewYork.DC=contoso.DC=com"

Ed.Price has delegation permissions on this OUs
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You can use this command and export informaion to .txt file:

DelegateView.bat Contoso\Ed.Price >DelegateOUs.txt

LDP.exe

To view the ACEs of an OU by using Ldp.exe, follow this steps:

| DE| oy 20:53

Run LDP.exe, In LDP, on the Connection menu, click Connect to connect to a domain or a specific domain controller.



New Cirl4n

Connect to specified server

f‘smt“ Z2ESE | ﬁnmmam;mmd..‘l ] Active Directory Users a... | ’j]qﬁegatem'ew.hat-m...| 7 Ldp

] [
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In the Connect dialog box, in the Server box, type a server name or leave the entry blank to connect to the local server,

and then click OK (in my example: DC1.Contoso.Com).

i Ldp =lElx]
Connection Browse | Wiew Opbions  Utlities  Help
x
Server; L dcl.contoso.com I
Port; 389 ™ Connectiorless
[~ ssL

=
Ready [ [
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On the Connection menu, click Bind.



Idap:/ /DC1.contoso.comfDC=contoso,DC=com _|5|£|
[\ Jai syl Browse View Options Utlites Help

id = idap_open("dci.contoso.com”, 389);
Established connection to dc1.contoso.com
Retrigving base DSA information..
Getting 1 entries:
Dn: (RootDSE)
configurationNamingContext: CN=Configuration DC=contoso,DC=com;
currentTime: 03.01.2012 21:09:14 W. Europe Standard Time;
gContext: DC=conteso, DC=com;
dneHostMame: DC1.contoso.com;
demainCeontrollerFunctionalty: 3 = { WIN2008 );
domainFunctionality: 2 = { WIN2003 J;
dsServiceName: CN=NTDS Settings, CH=DC1,CN=5ervers, CN=U54, CN=5ites, CN=Configuration, DC=contoso,DC=com,
forestFunctionality: 0 = { WINZ2000 );
highestCommittedUSN: 53399;
isGlobalCatalogReady: TRUE;
isSynchronized: TRUE;
ldapServiceName: contoso.com:dc1S@CONTOSO.COM;
namingContexts (5): DC=contoso,DC=com; CN=Configuration, DC=contoso,DC=com; CN=Schema CN=Cenfiguration, DC=contoso,DC=coem; DC=DomainDnsZones, DC=contose DC=com;
DC=ForestDnsZones,DC=contoso,DC=com;
rootDomainNamingContext: DC=contoso, DC=com;
schemaNamingContext: CN=Schema, CN=Configuration, DC=contoso, DC=com;
serverName: CN=DC1,CN=Servers, CN=U5A CN=Sites, CN=Configuration,DC=conteso, DC=com;
subschemaSubentry: CN=Aggregate, CN=Schema, CN=Cenfiguration, DC=contoso DC=com,
supportedCapabilties (4): 1.2.840.113556.1.4.800 = { ACTIVE_DIRECTORY }; 1.2.840.113556.1.4.1670 = ( ACTWVE_DIRECTORY_VS1 }; 1.2.840.113556.1.4.1791 =
ACTIVE_DIRECTORY_LDAP_INTEG ); 1.2.840.113556.1.4.1935 = [ ACTIVE_DIRECTORY _W&1 );
supportedControl (26): 1.2.40.113556.1.4.319 = { PAGED_RESULT ); 1.2.840.113556.1.4.501 = { SD_FLAGS }; 1.2.840.113556.1.4.473 = { SORT ); 1.2.840.113556.1.4.528 = { NOTIFICATION };
1.2.840.113556.1.4.417 = { SHOW_DELETED ); 1.2.840.113556.1.4.618 = { LAZY_COMMIT }; 1.2.840.113556.1 4.841 = ( DIRSYNC ); 1.2.840.113556.1.4.529 = { EXTENDED_DN };
1.2.840.113556.1.4.605 = ( TREE_DELETE ); 1.2.840.113556.1.4.521 = { CROSSDOM_MOVE_TARGET ); 1.2.840.113556.1.4.570 = { GET_STATS ); 1.2.840.113556.1.4.1338 = ( VERIFY_NAME );
1.2.840.113556.1.4 474 = { RESP_SORT }; 1.2.840.113556.1.4.1339 = ( DOMAIN_SCOPE ); 1.2.840.113556.1.4.1340 = { SEARCH_OPTIONS ); 1.2.840.113556.1.4.1413 = { PERMISSIWE_MODIFY );
2.16.840.1.113730.3.4. VLVREQUEST ), 2.16.840.1.113730.3.4.10 = { VLWVRESPONSE }; 1.2.840.113556.1.4.1504 = ( A5Q ); 1.2.840.113556.1.4.1852 = ( QUOTA_CONTROL );
1.2.840.113556.1.4.802 = { RANGE_OPTION }; 1.2.840.113556.1.4.1907 = { SHUTDOWN_NOTIFY }; 1.2.840.113556.1.4.1948 = ( RANGE_RETREWVAL_NOERR }); 1.2.840.113556.1.4.1974
FORCE_UPDATE J; 1.2.840.113555.1.4.1341 = ( RODC_DCPROMO }; 1.2.840.113556.1.4.2025 = ( DN_INPUT };
supportedLDAPPolicies (12); MaxPooThreads,; MaxDatagramRecy; MaxReceiveBuffer; InitRecvTimeout, MaxConnections; MaxConnldleTime; MaxPageSize; MaxQueryDuration; MaxTempTableSize;
ize; ificationPerConn; MaxValRange;
supportedLDAPVersion (2): 3; 2;
supportedSASLMechanisms (4); GSSAP; GS5-SPNEGO; EXTERNAL; DIGEST-MDS;

Set Server Bind Information T |
A’"Startl J % o @ i J B8 Administrator: Command... | : Active Directory Users a... | ﬁDeIEgate\ﬂew.hat—Nnte... ”f;:\idap:ff{x:—zmtmr_ J DE ”m

In the Bind dialog box, type a user name and password (I logged on server with Administrator), and then click OK to bind
to Active Directory.

=15
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id = idap_open("dcl contoso.com”, 388);
Established connection to dc1.contoso.com
Retrigving base DSA information..
Getting 1 entries:
On: (RootDSE)
configurationNamingContext. CN=Configuration DC=contoso DC=com;
currentTime: 03.01.2012 21:09:14 W. Europe Standard Time;
defaultNamingContext: DC=centoso,DC=com;
dnsHostName: DC1.contoso.com;
domainControllerFunctionality: 3 = [ WIN2008 J;
domainFunctionality: 2 = { WIN2003 );
dsServiceName: CN=NTDS Settings, CH=DC1,CN=5ervers, CH=U54 CN=5ites, CN=Configuration DC=contoso, DC=com;
forestFunctionality: 0 = { WINZ2000 };
highestCommittedUSHM: 533889;
isGlobalCatalogReady: TRUE;
isSynchronized: TRUE; _ £
idapServiceName: centoso. com:dc1S@COI
namingContexts (5): DC=contoso, DC=com; User: I hnfiguration, DC=contoso,DC=com; DC=DomainDnsZones, DC=contoso, DC=com;
DC=ForestOnsZones, DC=contoso,DC= Password: I
rootDomainNamingContext: DC=contoso,DC .
schemaNamingContext CN=Schema,CN=Ci  Domain; I
serverlame; CH=DC1,CN=Servers CH=US:
subschemaSubentry: CN=Aggregate CN=5 Bind
supportedCapabilties (4): 1.2.840.113558.- ||  Bind as currently logged on user <:] = [ ACTVE_DIRECTORY_VS1 ); 1.2.340.113556.1.4.1791 = (
ACTIVE_DIRECTORY_LDAP INTEG ); 1 [T Bind with cedentals
supportedControl (26): 1.2.840. 11388614, | = o oy LAGS ) 1.2.540.113556.1.4.473 = ( SORT }; 1.2.340.113556.1.4.528 = { NOTIFICATION };
1.2.840.113556.1.4.417 = { SHOW_DEL 0.113556.1.4.841 = ( DIRSYNC ); 1.2.840.113556.1.4.528 = ( EXTENDED_DN };
1.2.540.113556.1.4.805 = ( TREE_DELE " Advanced (DIGEST) ET j; 1.2.840.113556.1.4.970 = [ GET_STATS ); 1.2.840.113556.1.4.1338 = [ VERIFY_NAME );
1.2.840.113556.1.4 474 = [ RESP_SOR - 113556.1.4.1340 = ( SEARCH_OPTIONS ); 1.2.840.113556.1.4.1413 = ( PERMISSIVE_MODIFY );
2.16.840.1.113730.3.4.8 = { VLVREQU ¥ Encrypt traffic after bind 10 113556.1.4.1504 = ( ASQ ); 1.2.840.113556 1.4 1852 = ( QUOTA_CONTROL );
12.840.113586.1.4.802 = (RANCEOF 2 | Cancel | [ ok || | 1:2840.112586.1.4.1045 - (RANGE_RETREVAL NOERR J; 12.840.112856.1.4.1074 =
FORCE_UPDATE }; 1.2.840.1135556.1.4 N_INPUT };
supportedLDAPPolicies (12). MaxPoolThr H , MaxConnections; MaxConnldleTime, MaxPageSize, MaxQueryDuration; MaxTempTableSize;
IaxRy ize; ificationPerConn; MaxValRange;
supportedLDAPVersion (2): 3; 2;
suppertedSASLMechanisms (4} GSSAP|, GSS-SPNEGO, EXTERNAL, DIGEST-MDS,
T i [

Ready
Crstart| | 2 B © [l | @ acminstmator: command,.. | ] Active Drectory Users ... || Delegatevien.bat -note... |[ 55 idape/ /DCLcontoso.c. | oe|| @i 2110

On the View menu, click Tree. In the BaseDN box, either type a specific distinguished name (DN) or leave BaseDN blank
to view the entire domain. | typed OU=NewYork,DC=Contoso,DC=Com for my example.
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‘dci.contoso.com”, 389);
nection to dc1.contoso.com
DSA information..

Enterprise Configuration

v Status Bar
Set Font...

ontext. CN=Configuration DC=contese DC=com;
current‘llme 03.01.2012 21:09:14 W. Europe Standard Time;
gContext: DC=conteso, DC=com;

dneHostMame: DC1.contoso.com;

demainCeontrollerFunctionalty: 3 = { WIN2008 );

domainFunctionality: 2 = { WIN2003 J;

dsServiceName: CN=NTDS Settings, CH=DC1,CN=5ervers, CN=U54, CN=5ites, CN=Configuration, DC=contoso,DC=com,

forestFunctionality: 0 = { WINZ2000 );

highestCommittedUSN: 53399;

isGlobalCatalogReady: TRUE;

isSynchronized: TRUE;

ldapServiceName: contoso.com:dc1S@CONTOSO.COM;

namingContexts (5): DC=contoso,DC=com; CN=Configuration, DC=contoso,DC=com; CN=Schema CN=Cenfiguration, DC=contoso,DC=coem; DC=DomainDnsZones, DC=contose DC=com;
DC=ForestDnsZones,DC=contoso,DC=com;

rootDomainNamingContext: DC=contoso, DC=com;

schemaNamingContext: CN=Schema, CN=Configuration, DC=contoso, DC=com;

serverName: CN=DC1,CN=Servers, CN=U5A CN=Sites, CN=Configuration,DC=conteso, DC=com;

subschemaSubentry: CN=Aggregate, CN=Schema, CN=Cenfiguration, DC=contoso DC=com,

supportedCapabilties (4): 1.2.840.113556.1.4.800 = { ACTIVE_DIRECTORY }; 1.2.840.113556.1.4.1670 = ( ACTWVE_DIRECTORY_VS1 }; 1.2.840.113556.1.4.1791 =
ACTIVE_DIRECTORY_LDAP_INTEG ); 1.2.840.113556.1.4.1935 = [ ACTIVE_DIRECTORY _W&1 );

supportedControl (26): 1.2.40.113556.1.4.319 = { PAGED_RESULT ); 1.2.840.113556.1.4.501 = { SD_FLAGS }; 1.2.840.113556.1.4.473 = { SORT ); 1.2.840.113556.1.4.528 = { NOTIFICATION };
1.2.840.113556.1.4.417 = { SHOW_DELETED ); 1.2.840.113556.1.4.618 = { LAZY_COMMIT }; 1.2.840.113556.1 4.841 = ( DIRSYNC ); 1.2.840.113556.1.4.529 = { EXTENDED_DN };
1.2.840.113556.1.4.605 = ( TREE_DELETE ); 1.2.840.113556.1.4.521 = { CROSSDOM_MOVE_TARGET ); 1.2.840.113556.1.4.570 = { GET_STATS ); 1.2.840.113556.1.4.1338 = ( VERIFY_NAME );
1.2.840.113556.1.4 474 = { RESP_SORT }; 1.2.840.113556.1.4.1339 = ( DOMAIN_SCOPE ); 1.2.840.113556.1.4.1340 = { SEARCH_OPTIONS ); 1.2.840.113556.1.4.1413 = { PERMISSIWE_MODIFY );
2.16.840.1.113730.3.4. VLVREQUEST ), 2.16.840.1.113730.3.4.10 = { VLWVRESPONSE }; 1.2.840.113556.1.4.1504 = ( A5Q ); 1.2.840.113556.1.4.1852 = ( QUOTA_CONTROL );
1.2.840.113556.1.4.802 = { RANGE_OPTION }; 1.2.840.113556.1.4.1907 = { SHUTDOWN_NOTIFY }; 1.2.840.113556.1.4.1948 = ( RANGE_RETREWVAL_NOERR }); 1.2.840.113556.1.4.1974
FORCE_UPDATE }; 1.2.840.113556.1.4.1341 = { RODC_DCPROMO }; 1.2.840.113556.1.4.2026 = ( DN_INPUT };

suppurledLDAPPuhcles (12). MaxPoolThreads; MaxDatagramRecy; MaxReceiveBuffer; InitRecvTimeout, MaxConnections; MaxConnldleTime; MaxPageSize, MaxQueryDuration; MaxTempTableSize;
MaxR: (- ificationPerConn; MaxValRange;

supportedLDAPVersion (2): 3; 2;

supportedSASLMechanisms (4): GESAPI; GSS-SPNEGO; EXTERNAL; DIGEST-MDS;

0 = ldap_set_option(ld, LDAP_OPT_ENCRYPT, 1)

res = ldap_bind_s(id, NULL, &Ntauthidentity, NEGOTIATE (1158)); /f v.3
{NtAuthidentity: User="MULL"; Pwd=<unavailable=; domain = 'NULL}

Authenticated as: "CONTOSOVAdministrator’.

Crr—
i"'Startl J % o @ i J B8 Administrator: Command... | : Active Directory Users a... | ﬂDeIEgate\ﬂew.hat—Nnte... ” &7 |dap:/ {DCl.contoso.c... J DE| @[ﬂy 21:12

... Mdap:f /DC1.contoso.co ;Iilil
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id = idap_open("dci.contoso.com”, 389);
Established connection to dc1.contoso.com
Retrigving base DSA information..
Getting 1 entries:
Dn: (RootDSE)
configurationNamingContext: CN=Configuration DC=contoso,DC=com;
currentTime: 03.01.2012 21:09:14 W. Europe Standard Time;
gContext: DC=conteso, DC=com;
dneHostMame: DC1.contoso.com;
demainCeontrollerFunctionalty: 3 = { WIN2008 );
domainFunctionality: 2 = { WIN2003 J;
dsServiceName: CN=NTDS Settings, CH=DC1,CN=5ervers, CN=U54, CN=5ites, CN=Configuration, DC=contoso,DC=com,
forestFunctionality: 0 = { WINZ2000 );
highestCommittedUSN: 53399;
isGlobalCatalogReady: TRUE;
isSynchronized: TRUE;
ldapServiceName: contoso.com:dc1S@CONTOSO.COM;
namingContexts (5): DC=contoso,DC=com; CN=Configuration, DC=contoso,DC=com; CN=Schema CN=Cenfiguration, DC=contoso,DC=coem; DC=DomainDnsZones, DC=contose DC=com;
DC=ForestDnsZones,DC=contoso, DE‘.-cum
rootDomainNamingContext: s -
schemaliamingContext: N ]

serverName: CN=DC1,CN=£

subschemaSubentry: CH=2

supportedCapabiities () 1 ase0N ||0U=NBWY°”<‘DC=(3°""°5°-DC=C°""| I =l tecrorv_vst ) 1.2.820.113558.1.4.1791 = ¢
ACTIVE_DRECTORY_L

supportedControl (26): 1.2. Cancel 0.113556.1.4.473 = ( SORT ) 1.2.840.113556.1.4.528 = ( NOTFICATION J;
1.2.840.113556.1.4.417 1= (DRSYNC }; 1.2.640.113556.1 4.529 = ( EXTENDED_DM J;
1.2.840.113556.1 4 815 —rrrerrmmreme e oo e e 3556.1.4. 570 = ( GET_STATS ), 1.2.840.113556.1.4.1335 = { VERIFY_NAME ;

1.2.840.113556.1.4 474 = { RESP_SORT }; 1.2.840.113556.1.4.1339 = ( DOMAIN_SCOPE ); 1.2.840.11365 1.4 1340 = { SEARCH_OPTIONS ); 1.2.840.113556.1.4.1413 = { PERMISSIWE_MODIFY );
2.16.840.1.113730.3.4.9 = ( VLVREQUEST ), 2.16.2840.1.113730.3.4.10 = ( VLVRESPONSE }); 1.2.840. $5.1.4.1504 = [ ASQ ); 1.2.840.113556.1.4.1852 = ( QUOTA_CONTROL );
1.2.840.113556.1.4.802 = { RANGE_OPTION }; 1.2.840.113556.1.4.1907 = { SHUTDOWN_NOTIFY }; 1.2840.113556.1.4.1948 = ( RANGE_RETREWAL_NOERR }; 1.2.840.113556.1.4.1974 = (
FORCE_UPDATE }; 1.2.840.113556.1.4.1341 = ( RODC_DCPROMO }; 1.2.840.113556.1.4.2026 = ( DN_I M %
suppurledLDAPPuhcles (12). MaxPoolThreads; MaxDatagramRecy; MaxReceiveBuffer; InitRecvTimeout, MaxConnections; MaxConnldleTime; MaxPageSize, MaxQueryDuration; MaxTempTableSize;
MaxR: (- ificationPerConn; MaxValRange;

supportedLDAPVersion (2): 3; 2;
supportedSASLMechanisms (4); GSSAP; GS5-SPNEGO; EXTERNAL; DIGEST-MDS;

0 = ldap_set_option(ld, LDAP_OPT_ENCRYPT, 1)

res = ldap_bind_s(id, NULL, &Ntauthidentity, NEGOTIATE (1158)); /f v.3
{NtAuthidentity: User="MULL"; Pwd=<unavailable=; domain = 'NULL}

Authenticated as: "CONTOSOVAdministrator’.

Ready T
i"'Startl J % o @ i J B8 Administrator: Command... | : Active Directory Users a... | ﬂDeIEgate\ﬂew.hat—Nnte... ” &7 |dap:/ {DCl.contoso.c... J DE| @[ﬂy 21:13

To view the security descriptor of an OU, right click the OU in the tree view, select Advanced,select Security Descriptor,
and then in the Security Descriptor dialog box, click OK.
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highestCommittedUSN: 53399, A
Search Cirl+5 f TRUE;

Right click

View SD contents

Costart| | 2 B 2 [l | @ Acmnstator: command,.. | ] Active Drectory Users ... | ] Delegatevien.bat - note. .

virtual List View

ntosu com:dc1S@CONTOS0.CON;

Delete Ctrl+D DC=contoso,DC=com; N—Cnnfguratlnn,{}C=cnntuso,DC=com; CN=Schema CN=Configuration, DC=contoso, DC=com; DC=DomainDnsZones, DC=contoso DC=com;
Modify Cirl+M nes,DC=contoso,DC=com;

Modify DN Ctrl+R ntext: DC=contoso, DC=com;

Add child CHri+A pet: CN=Schema, CN=Configuration DC=conteso,DC=col

C_MVDN i PAGED_RESULT }; 1.2.840.113556.1.4.801 = { SD_FLAGS ), 1.2.840.113556.1 4 473 = ( SORT }; 1.2.840.113556.1.4.528 = ( NOTIFICATION };
i Gl 4417 (SHOW DELE!'ED} 1.2.840.113556.1.4.618 = ( LAZY_COMMIT }; 1.2.840.113556.1.4.841 = { DIRSYNC ), 1.2.840.113556.1.4.520 = ( EXTENDED_DN };
Selectall .4.805 = ( TREE_DELETE ), 1.2.840.113556.1.4.521 = { CROSSDOM_MOVE_TARGET ); 1.2.840.113556.1.4.970 = ( GET_STATS ); 1.2.840.113556.1.4.1338 = ( VERIFY_NAME

Clear output  Cri+N 5.1.4.474 = (RESP_SORT ), 1.2.640.113556.1.4.133% = ( DOMAIN_SCOPE }; 1.2.840.113556.1.4.1340 = { SEARCH_OPTIONS }; 1.2.840.113556.1.4.1413 = {

CN Servers, CN USA CHN=5ites, CN=Caonfiguration, DC=contoso,DC=com;

CN=Configuration DC=contoso,DC=com;

= ( ACTIVE_DIRECTORY ), 1.2.840.113556.1.4.1670 = ( ACTWE_DIRECTORY_WV51 ); 1.2.840.113556.1.4.1791 =
113‘551 4.1935 = ( ACTWE_DIRECTORY_V81 ),

0 =Idap_set_option(ld, LDAP_OPT_ENCRYPT, 1}
res = ldap_bind_s{ld, NULL, &NtAuthidentity, NEGOTIATE (1158)), / v.3

Authenticated as: "CONTOSOVAdministrator
Expanding base '0OU=Naw ork DC=Contoso, DC=Com'...

Getting 1 entries:
Dn: OU=NewYork,DC=Contoso,DC=Com

Formmav Lo DIFY ) 2.16.840.1.113730.3.4.9 = { VLVREQUEST ); 2.16.640.1.113730.3.4.10 = { VLVRESPONSE ); 1.2.540.113556.1.4.1504 = ( ASQ }; 1.2.840.113556.1.4 1852 = (
QUOTA_CONTROL ); 1.2.840.113556.1.4 802 = { RANGE_OPTION }; 1.2.840.113556.1.4 1807 = { SHUTDOWN_NOTIFY }; 1.2.840.113556.1 4 1948 = ( RANGE_RETRIEVAL_NOERR );
1.2.840.113556.1.4.1974 = { FORCE_UPDATE ); 1.2.840.113556.1.4.1341 = ( RODC_DCPROMO }; 1.2.840.113558.1.4.2026 = ( DN_INPUT };

supportedLDAPPolicies (12} MaxPoolThreads; MaxDatagramRecy; MaxReceiveBuffer, nitRecvTimeout; MaxConnections; MaxConnldleTime; MaxPageSize; MaxQueryDuration; MaxTempTableSize;
MaxResultSetSize, MaxNotificationPerConn; MaxValRange;

supportedLDAPVersion (2} 3; 2;

supportedSASL Mechanisms (4} GSSAPI, G55-5PNEGD; EXTERNAL; DIGEST-MDS;

{Mtauthidentity: User="NULL", Pwd=<unavailable>; domain = ‘MULL}

distinguishedName: OU=NewY ork, DC=contozo DC=com;

dSCorePropagationData {2): 26.11.2011 22:49:27 W. Europe Standard Time; 0x1 = { NEW_SD };
instanceType: Oxd = ( WRITE };

name: New'¥ork;

objectCategory: CN=0rganizational-Unit, CN=Schema, CN=Configuration, DC=conteso, DC=com;
objectClass (2): top; organizationalUni;

objectGUID: 887c2c87-5488-4b1c-8h3b-f12adTadc4Bs,

ou: New™ork;

uSNChanged: 53368;

uShCreated: 51771;

whenChanged: 03.01.2012 02:56:05 W. Europe Standard Time;

whenCreated: 23.11.2011 20:50:35 W. Europe Standard Time;

i o ]
I_ ldap://DC1.contoso.c... ]BE| @_l‘ﬂb 21:15

idap:/ /DCi.contoso.com D =contoso,D{=com ;Li'il

nRgckion. Browse  View  Options  Litiities

Help

[+ DU=NewYork,DC =Contoso,DC=Com

0 = ldap_set_option(ld, LDAP_OF

res = Idap_bind_s{ld, NULL, SNtA !

Authenticated as: "CONTOSOVAdministrator

Expanding base '0OU=Naw ork DC=Contoso, DC=Com'...
Getting 1 entries:
Dn:

highestCommittedUSN: 53399; A

izGlobalCatalogReady: TRUE;

isSynchronized: TRUE;

ldapServiceName: contoso.com:dc1S@CONTOSO.COM;

namingContexts (5): DC=conteso,DC=com; CN=Configuration, DC=contoso,DC=com; CN=Schema CN=Configuration, DC=contoso, DC=com; DC=DomainDnsZones, DC=contoso DC=com;
DC=ForestOnsZones,DC=contoso,DC=com;

rootDomainNamingContext: DC=contose, DC=com;

gContext: CN=Schema, CN=Configuration, DC=conteso, DC=com;

serverlame: CN=DC1,CN=5ervers CN=USA CN=5ites, CN=Configuration, DC=contoso,DC=com;

subschemaSubentry: CH=Aggregate, CN=Schema, CN=Configuration DC=contoso, DC=com;

supportedCapabilties (4): 1.2.840.113558.1.4.800 = ( ACTIVE_DIRECTORY ); 1.2.840.113556.1.4.1670 = ( ACTWE_DIRECTORY_V51 ); 1.2.840.113556.1.41791 = (
ACTWVE_DIRECTORY_LDAP_INTEG ); 1.2.840.113556.1.4.1935 = ( ACTIWVE_DIRECTORY_V&1 ),

supportedControl (26): 1.2.840.113556.1.4.319 = ( PAGED_RESULT ); 1.2.840.113556.1.4.801 = { SD_FLAGS ), 1.2.840.113556.1 4. 473 = [ SOAT }; 1.2.840.113556.1.4.528 = ( NOTFICATION );
1.2.340.113556.1 4,417 = { SHOW_DELETED }; 1.2.840.113556.1.4.618 = { LAZY_COMMIT }; 1.2.840.113556.1 4.841 = [ IRSYNC ); 1.2.840.113556.1.4.529 = { EXTENDED_DN };
1.2.840.113556.1.4.805 = ( TREE_DELETE ); 1.2.840.113556.1.4.521 = { CROSSDOM_MOVE_TARGET ); 1.2.840.113556.1.4.970 = ( GET_STATS ); 1.2.840.113556.1.4.1338 = ( VERIFY_NAME
) 1.2.840.113556.1.4.474 = { RESP_SORT }; 1.2.840.113556.1.4.1338% = ( DOMAIN_SCOPE ), 1.2.840.113556.1.4.1340 = { SEARCH_OPTIONS }; 1.2.840.113556.1.4.1413 = (
PERMISSIVE_MODIFY }; 2.16.840.1.113730.3.4.9 = { VLVREQUEST ); 2.16.640.1.113730.3.4.10 = { VLVRESPONSE ); 1.2.540.113556.1.4.1504 = ( ASQ }; 1.2.840.113556.1.4 1852 = (
QUOTA_CONTROL ); 1.2.840.113556.1.4 802 = { RANGE_OPTION }; 1.2.840.113556.1.4 1807 = { SHUTDOWN_NOTIFY }; 1.2.840.113556.1 4 1948 = ( RANGE_RETRIEVAL_NOERR );
1.2.840.113556.1.4.1974 = { FORCE_UPDATE ); 1.2.840.113556.1.4.1341 = ( RODC_DCPROMO }; 1.2.840.113558.1.4.2026 = ( DN_INPUT };

supportedLDAPPolicies (12} y % ions; MaxConnldleTime; MaxPageSize; MaxQueryDuration; MaxTempTableSize;
MaxResultSetSize: haxh e A o =

supportedLDAPVersion (2} 2

SupportedSAS, Mechant DN: f oU=New'ork,DC=Cantosa,DC=Com| |

™ Text dump

fhit ity: User="

OU=HewYork,DC=Contoso,DC=Com

distinguishedName: OU=NewY ork, DC=contozo DC=com;

dSCorePropagationData {2): 26.11.2011 22:49:27 W. Europe Standard Time; 0x1 = { NEW_SD };
instanceType: Oxd = ( WRITE };

name: New'¥ork;

objectCategory: CN=0rganizational-Unit, CN=Schema, CN=Configuration, DC=conteso, DC=com;
objectClass (2): top; organizationalUni;

objectGUID: 887c2c87-5488-4b1c-8h3b-f12adTadc4Bs,

ou: New™ork;

uSNChanged: 53368;

uShCreated: 51771;

whenChanged: 03.01.2012 02:56:05 W. Europe Standard Time;

whenCreated: 23.11.2011 20:50:35 W. Europe Standard Time;

Ready [ o |
Crstart| | 2 B © [l | @ Acminstrator: command... | ] Active Drectory Users ... || Delegatevien.bat -note... |[£5 idap:/ /DCLcontoso.c. | o || @iy 2117

Now, we can see Ed.Price ACEs and all other ACEs on OU=NewYork. We can Add, Delete and Edit ACEs.
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_'J contoso,DC=com; CN=Schema,CN=Configuration, C=contoso DC=com; DC=DomainCnsZones, DC=contoso, DC=com; :I
Owner I CONTOSO\Domain Adming o,DC=com;
Group ICONTOSD\Domain Adming ration, DC=contose,DC=com;
pn,DC=contoso,DC=com;

5D control ECTORY ), 1.2.840.113556.1.4.1670 = ( ACTME_DIRECTORY_V51 ). 1.2.640.113556.1.4.1791 = (

¥ SELF_RELATIVE ¥ DACL_PRESENT 5 = ( ACTIVE_DIRECTORY_VE1 ),

I civNER DEFALLTED [~ DACL_PROTECTED | T); 1.2.840 113556 1.4.801 = [ SO_FLAGS ); 1.2.840.113556.1.4 473 = { SORT ); 1.2.840.113556.1 4,528 = ( NOTIFICATION };

I GROUE DEFAULTED [V DACL AUTOL INHERITED 1514515 = ( LAZY_COMMIT §; 1.2.340.113556.1.4.841 = ( DIRSYNC ); 1.2.840.113556.1.4.529 = ( EXTENDED_DN ;

. I~ GACL DEFALLTED 4521 = ( CROSSDOM_MOVE_TARGET ), 1.2.840.113556.1.4.970 = ( GET_STATS ), 1.2.840.113556.1 4.1338 = { VERIFY_NAME
= .4.133% = ( DOMAIN_SCOPE ); 1.2.840.113556.1.4.1340 = ({ SEARCH_OPTIONS ), 1.2.840.113556.1.4.1413 = (

DACL (31 ACEs) UEST ); 216.840.1.113730.3.4.10 = { VL'VRESPONSE ), 1.2.340.113556.1 4 1504 = ( ASQ }; 1.2.840.113556.1.4.1852 = (
i TION }; 1.2.840.113556.1.4.1907 = ( SHUTDOWN_NOTIFY }; 1.2.840.113556.1.4.1948 = ( RANGE_RETREWVAL_NOERR };
15 Trustee . -
L [ Ronts [ Flags [mi=] l56.1.4.1341 = { RODC_DCPROMO ); 1.2.840.113556.1.4.2026 = { DN_INPUT );
+ MaxReceiveBuffer; IntRecvTimeout, MaxConnections; MaxConnldleTime; MaxPageSize; MaxQueryDuration; MaxTempTableSize;

Allow  CONTOSO\Domain Admins  Ful

Mlow  CONTOSO\Ed.Price &, Create chid, Delete chid (user). o Inherit
allow  CONTOSO\Ed.Price Full control Inherit, Inherit only (user)

Allow  CONTOSO\Enterprise A...  Full control Inherit, Inherited AL; DIGEST-MDS;
Allow  NT AUTHORITY \Authent... Read J
Allow  NT AUTHORITY\EMTERP... Read
Allow NT AUTHORITY\ENTERP... Read property (tokenGroups) Inherit, Inherit only, Inherit... ;I 3
SACL (3 ACEs) ‘MULL}
Type | Trustes | Rights | Flags |
Audit Eweryone Full control Success, Inherit, Inherited
Audit  Everyone \Write property (gPLink) Suceess, Inherit, Inherited (...
Audit  Everyone \irite property (gPOptions) Success, Inherit, Inherited ...
ldard Time; 0x1 = { NEW_SD §;
Delete ACE
Edit ACE

ation, DC=contoso,DC=com;

I Add ACE II DE|ete ACE] Edb AGE |
1|

Updat
|7|_o I Group [ oacL I osacL |
|
|
Add ACE **Caling Security..

Leading schema information...
Loaded 1586 schema elements.

[ i
| oe|[ @t 2t21

Ready
{istart| | S B @ [ | B8 Adninisrator: Command. .. | ] Active Directory Users ... | | DelegateView.bat - fote...

For example, | click on Ed.Price, then selecht Edit ACE button. We can see Ed.Price has Create and Delete User objects
delegated permissions on OU=NewYork.

Idap:f /DCi.conteso.com{D{=contoso,D{=com _|i|- ﬁl
nneckion Browsa | Wiew  Options  Ltiities  Help

Security descriptor - OU=NewYork,DC=Contose,DC=Com 5 _}ﬂ contose, DC=com; Ch=Schema Ch=Configuration, DC=contose DC=com; DC=DomainCnsZones DC=contosa,DC=com; :I
Owner ICONTOSO\Domaln Admins o,.DC=com:
Gr CONTOSO in Admi ration, DC=contosg DiC=cam
~5D control ECTORY ); 1.2.340
[# SELF RELATIVE ¥ DACL_PRESENT ¥ SACL_PRESENT |5 = (ACTIVE_DIRE( Trustee: |[conToso\Ed Frice
[T OVNER DEFGULTED I~ DACL_PROTECTED [ | SACL PROTECTED [T ), 1.2.640.11355 TIFICATION ),
[T GRoUP. DEFAULTED ¥ DACL_AUTE, INHERITED ¥ SarCl &l INHERITED j6.1.4619 = (LAZY  ACE type: {f C Peny © Audit € Al M
[T Dpcl DEFAULTED I~ Siacl_DEFAULTED 4521:= ( CROSSOENS : (MEREEORAN
= = 41339 = (DOMA| [ Access mask
DACL (31 ACES) UEST ) 2168401, |I Readproperty [ Write property |V Deletechid | I Controlaccess | [1852=(
T Trustee | Rights [ Flags [ <] [on)1.2340113 I List ™ Write DACL Delete [~ Extended write ERR };
| Al CONTOSO\DAmain ddming Eull control [56.1.4.1341 = (ROL I |ist object it I” Delete tree
[ . MaxReceiveBuffe. |— Read permissions ¥ Create child xTempTableSize,;
o JPrice ull control nherit, Inherit only {user i~ ACE flags
Allow CONTOSO\Enterprize A...  Ful contral Inherit, Inherited AL; DIGEST-MDS; W Inherit I~ Intierited I™ success
Allow  NT AUTHORITY\Authent... Read J I No propagate I Inherit only I raiire
Allow  NT AUTHORITY\EMTERP... Read
Allow  NT AUTHORITY\EMTERP... Read property (tokenGroups) Inherit, Inherit only, Inherit. .. ;I 3 Object type: I user - class | j
SACL (3 ACEs) o Inherited object type: I {none) LI
Type [ Trustee | Rights | Flzas i
Audit  Everyone Full control Success, Inherit, Inheri Cancel |
Audit Ewveryone Write property {gPLink) Success, Inherit, rited (...
Audit  Everyone \Write property (gPOptions) Success, it, Inherited (...
tdard Time; 0x1 = { NEW_SD );
ation, DC=contoso,DC=com;
addace | De_IeheA{E! Exit ACE ||
o ®
|7|_ owner | Goup [ DAL T sacl | {ipdate Close |
*=Calling Security..
Loading schema information
Loaded 1588 schema elements.
-

Ready
Crstat| | 2 BE @ [l | @8 Adminsator: command... | ] Actve Drectory Users ... ||| Delegateview.bat - niote... |[ £ idap://DCLcontoso.c.. | oe|[ @iy 2

ACLDiag.exe command



ACLDiag.exe is included in the Server 2003 Support Tools . ACLDiag.exe uses the Delegwiz.inf file to translate an
object’s delegation permissions. We use ACLDiag.exe with the /chkdeleg switch.

For example, we want to view, who has delegation permission on Employee organization unit and which permission (my
Domain name is Contoso.com). Here is command:

ACLDiag.exe "OU=Employee,DC=Contoso,DC=Com" /chkdeleg

ministrator: Command Prompt

C:5Support Tools*ACLDiag.exe "OU=Employee.DC=Contoso.DC=Con"" ~chkdeleyg

Security Diagnosisz for OU=Employee DC=Contoso,.DC=Com
Description

Ouner: CONTOSONDomain Admins

Permissions effective on the ohject:

Allow
Allow
Allow
Allow
Allow
Allow

Ed.PricePcontoso.com
Ed.Pricelcontoso.com
Ed.PricePcontoso.com
Ed.PricePcontoso.com
Ed.PricePcontoso.com
Ed.PricePcontoso.com

Create User ohjects
Delete User ohjects
Read unknown property
Write unknown property
Read unknown property
Write unknown property

Allow NT AUTHORITY\SYSTEM
Allow AUTHORITY~SYSTEM
Allow AUTHORITY~SYSTEM
Allow AUTHORITY~SYSTEM
Allow AUTHORITY~SYSTEM
Allow AUTHORITY~SYSTEM
Allow AUTHORITY~SYSTEM
Allow NT AUTHORITYNSYSTEM
Allow CONTOSONDomain Admins
Allow CONTOSONDomain Admins
Allow CONTOSO~Domain Admins
Allow CONTOSONDomain Admins
Allow CONTOSONDomain Admins
Allow CONTOSONDomain Admins
Allow CONTOSOMDomain Admins All control accesses

Allow CONTOSONDomain Admins Modify Membership

Allow BUILTINNAccount Operators Create Computer ohjects
Allow BUILTINsAccount Operators Delete Computer ohjects
Allow BUILTINNAccount Operators Create User objects

Allow BUILTINNAccount Operators Delete User objects

Allow BUILTIM~Account Operators Create Group ohjects

Allow BUILTINNAccount Operators Delete Group ohjects

Allow BUILTIN~Print Operators Create Printer ohjects
Allow BUILTIN~Print Operators Delete Printer ohjects
Allow NT AUTHORITY~Authenticated Usersz Read all properties
Allow NT AUTHORITY“Authenticated Users List contents
Allow NT AUTHORITY“~Authenticated Users List ohject
Allow NT AUTHORITY~ENTERFRISE DOMAIN CONTROLLERS
Allow NT AUTHORITYNENTERPRISE DOMAIN CONTROLLERS
Allow NT AUTHORITYNENTERPRISE DOMAIN CONIROLLERS

Create all subohjects
Delete all subobhjects
Read all properties
Write all properties
List contents

List object

All control accesses
Modify Membership
Create all subohjects
Delete all subobhjects
Read all properties
Write all properties
List contents

List object

Read all properties
List contents

List object

Allow BUILTINsAccount Operators Create InetOrgPerson ohjects

Allow BUILTINNAccount Operators Delete InetOrgPerson ohjects

Allow BUILTINNAdministrators Create all subobhjects
(Inherited permission from DC=Contoso.DC=Comd>

Allow BUILTINNAdministrators Read all properties
{Inherited permission from DC=Contoso,DC=Coml

Allow BUILTINNAdministrators Write all properties
(Inherited permisszion from DC=Contoso, DC=Coml>

Allow BUILTINNAdministrators List contents
{Inherited permission from DC=Contoso, DC=Coml>

Allow BUILTINNAdministrators List object
(Inherited permission from DC=Contoso.DC=Comd>

Allow BUILTIN“Administrators All control accesses




Administrator: Command Prompt
Delegation Template Diagnosis:

Bdsuiwiz.d11,.-381 pllowed to] Ed.PricePcontoso.com

Status:
fApplies on this o

Inherited from parent: : Ed.Price has dEIEQation permiSSion

Bdsuiwiz.dll.-382 allowed to Ed.PriceB@contosdT
Status: 0K

Applies on this obhject: YES
Inherited from parent: HO

What is @dsuiwiz.dll,-301 delegation
Pdsuiwiz.d11,.-383 permission??!M!
Status: NOT PRESENT
Bdsuiviz.d11,.-384
Status: WOT PRESENT
Bdsuiviz.d11.-3085 allowed to Ed.PricePcontoso.com
Status: OK
Applies on this obhject: YES
Inherited from parent: HO
Bdsuiwiz.d11.-387 allowed to Ed.Price@contoso.com
Status: OK
fipplies on this obhject: YES
Inherited from parent: HO
Bdsuiwi=.d11,.-388
Status: NOT FRESENT
Bdsuiwiz=.d11.-389
Status: NOT PRESENT
Bdsuiwiz.dl1l.-318

Status: HOT PRESENT
Bdsuiwiz.d11.-311 allowed to Ed.PriceBcontoso.com
Status: OK

fipplies on thisz obhject: YES
Inherited from parent: HNHO

Bdsuiwiz.dl1l.-312

First, we look to the Delegation Template Diagnosis part. From this part, show Ed.Price has some delegation
permission, but what is @dsuiwiz.dll,-301 or @dsuiwiz.dll,-302 and etc.??!!!

Don't worry. | show you, what is @dsuiwiz.dIl,-301 or etc.

We must edit delegwiz.inf file. The delegwiz.inf file is located under Windows 2000 and Windows Server 2003 in the
directory %windir%\Inf and Windows Server 2008 and 2008 R2 in the directory %windir%\system32.




=1o0f x|
Qﬂk_,}v I | Cr\Windows\System32 -ﬁ j \E’ |‘_'-e arch @]
File Edit view Tools Help
Organize » 2Views ~ |Open w o Print (7]
Y Name = | -| Date modified | +| Type |-|size  |+]Tags |~ )
= debug.exe 02,11.2006 08:09  Application 21KB
il Documents & Defrag.exe 19.01.2008 08:33__ Application 223 KR
£ Pictures | delegwiz.inf 20.01.201200:51  Setup Information SKB | -::_"_:::
@ Music %) desk. cpl 19.01,2008 08:32  Control Panel Item 360 KB
5 Recently Changed | deskadp.dll 02.11.2006 10:46  Application Exte. .. 47 KB
%, Gching i;deskmnn.dll 02,11,2006 1046 Application Exte. .. 44 KB =l
x |%| deskperf.dil 02,11.2006 1v46  Application Exte. .. I KB
Public %) devenum.di 19.01,200808:34  Application Exte. .. 63KB
%Deuic&ject.exe 11.04,2009 14:00  Application 26 KB
.E. DevicePairing.dll 11.04.2009 14:01  Application Exte. .. 447 KB
|%| DevicePairingProxy.dl  11.04.2009 1401  Application Exte. .. 54 KB
|l DevicePairingWizard... 11.04.2009 14:01  Application a4 KB
%Deuic&Pruperﬁes.exe 02.11.2006 10:45  Application 10 KB
=i devmgmt.msc 18,09,2006 22:45  Microsoft Comm... 143 KB
| %] devmagr.dll 11.04,200%9 1400  Application Exte... IT0OKB
Edﬁ'gfat.exe 19.01,2008 08:33  Application 95 KB
E‘]dﬁ'giﬁ:.exe 19.01,2008 08:33  Application S8 KB
| dfrgifps.di 02.11.2006 10:46  Application Exte. .. 10 KB
ﬂDﬁgNtfs.exe 19.01.2008 08:33  Application 160 KB
|%| DfrgRes.dll 02,11.2008 10:39  Application Exte. .. I1KB
Edﬁgui.exe 19.01.2008 08:33  Application 656 KB
[ dfsfrsHost. exe 19.01,2008 12:23  Application 24 KB
&;dfshim.dll 03.11.2009 09:55  Application Exte. .. 1.105KB
|| dfsrapi.di 11,04,2009 14:00  Application Exte... 178 KB
E‘}dfsrdiag.exe 11.04.2009 1400  Application 1.551KB
IE, DfeRes.dll 19.01,2008 12:23  Application Exte. .. 31KB
Blidei 4| dfsrHealthReport. xsl 19.01,2008 12:23  ¥5L Stylesheet 261KB ;I
) MiferHelner dll ia N1 N8 17733 annliratinn Fyta ATTKR

Open delegwiz.inf with Notepad (you must have permission to change and save this file). As default delegwiz.inf has 13
templates. Microsoft has released a total of 70 templates on this page (Appendix O: Active Directory Delegation Wizard

File 14).




|B] delegwiz.inf - Notepad =10 x|
File Edit Format WView Help

[[version]
signature="$CHICAGOS"

| »

[DelegationTemplates]

Templates = tem€1atel, tem€1atez, tem€1ate3, templated, templates,

templated, template?, template8, templated,templateld, templatell,
templatel?, templatel3l

'
[templatel]
AppliesToClasses=domainDNS,organizationalunit, container

; = d manage user accounts”
Description = Edsuiwiz. ,—301

ObjectTypes = SCOPE, user

[templatel. SCOPE]
user=CC,DC

[templatel.user]

3
[template]
AppliesToClasses=domainDNS,organizationalunit, container

iDescription = "Reset user passwords and force password change at next
logon”

escription = "@dsuiwiz.d11,-302" |

ObjectTypes = user

[template2. user]
CONTROLRIGHT= "Reset Password"
pwdLastSet=RF, WP

Now, you can see templatel Delegation description is Description = "@dsuiwiz.dIl,-301".

| remove Description = "@dsuiwiz.dll,-301" and set Description = Create, delete, and manage user accounts.



(templatel] . . .
AppliesToC ] asses=domainDNS,organizationalunit, container

pescription = “Create, delete, and manage user accounts”

ObjectTypes SCOPE, user
[templatel. SCOPE]
user=Cc, DC

[templatel. user]
A=GA

;--1--r-r--r-r--1--r-r--r-r-r--r----r-r-r--r---r-r-r-r--r-r-r

[template2]
AppliesToClasses=domainDNS,organizationalunit,container

pescription = "Reset user passwords and force password change at next
logon”

objectTypes = user

[template?. usar]
CONTROLRIGHT= “Reset Password"
pwdLastset=RP, WP

| run this command again:
ACLDiag.exe "OU=Employee,DC=Contoso,DC=Com" /chkdeleg

Now, we can see Ed.Price delegation permission with correct descriptions.

ministrator: Command Prompt

Delegation Template Diagnosis:

Create, delete, and manage user accounts allowed to Ed.PriceBcontoso.com
Status: 0K
fApplies on thiz object: YES
Inherited from parent: NO

Reset user passwords and force password change at next logon allowed to Ed.PricePcontoso.com
Status: 0K
Applies on thiz object: YES
Inherited from parent: NO

Read all user information

Status: NOT PRESENT

Ed.Price

Create, delete and manage groups
Status: MOT PRESENT
Modify the memberszhip of a group allowed to Ed.Pricelcontoso.com
Status: OK
Applies on thiz object: YES
Inherited from parent: NO
Manage Group Policy links allowed to Ed.Pricelcontoszo.com
Status: OK
Applies on this object: YES
Inherited from parent: HNO
Generate Resultant Set of Policy {(Planning’
Status: MOT PRESENT
Generate Resultant Set of Policy {(Logging)
Status: MOT PRESENT
Create, delete, and manage inetOrgPerson accounts
Status: MOT PRESENT
Reszet inetOrgPerson passwords and force password change at next logon allowed to Ed.Pricelcontoso.com
Status: OK

Applies on this object: YES
Inherited from parent: HNO

Read all inetOrgPerson information




AdFind Tool
AdFind created by Joe Richards r. He is great Active Directory MVP and created more Free Tools here .
Here is AdFind Usage and examples.

| run this command to view Ed.Ptice delegation permissions on Employee organization unit (my Domain name is
Contoso.com).

AdFind -b "OU=Employee,DC=Contoso,DC=Com" -s base nTSecurityDescriptor -sddl++ -resolvesids

Info fot this command:

1--b
"<base dn>"
2- -s scope

Scope of search. Base, One[Level], Sub[tree].
3- attribute

nTSecurityDescriptor fis security descriptor for the schema object.

4- -sddl++
Decode of security descriptors. This will take an sd such as ntSecurityDescriptor and decode it to sddl.
5- -resolvesids

Resolve sids to names

Adi rator: Command Prompt

C-slUserssAdministratorPAdFind -b "OU=Employee.DC=Contoso.DC=Com" —s hase nTSecurityDescriptor —-sddl++ -resoluvesids

AdFind UB1 .45.8@8cpp Joe Richards (joePRjoeware.net> March 2811

lUsing server: DCl.contoso.com:38%9
Directory: Windows Server 2808

dn : OU=Employee . DC=Contoso . DC=Com Ed.Price

>nTSecurityDescriptor: [OWNER] CONTOSO~Domain Admins

>nTSecurityDescriptor: L[GROUP] CONTOSO0“Domain Admins

>nTSecurityDescriptor: [DACL] <{FLAGS:IMHERIT)>

doT8ecurityliescripntonr: THACT] MENY - - IMEL_TREFIINFLI: - :Fueruone

>nT8ecurityDescriptor: [DACLI ALLOW; [CONT INHERITILINHERIT OHNLY1;[FC1;;user;CONTOSONEd.Price

>nT8ecurityDescriptor: [DACLI ALLOW; [CONT INHERIT1; [CR CHILDI1IDEL CHILDl;user;;CONTOSONEd.Price

>nTSecuritylescriptor: [DACLI ALLOW; [CONT INHERITILIMHERIT OHLY1; [READ PROP]IWRT PROPI;pwdLastSet;s;user;CONTOSONEd.Price
>nTSecurityDescriptor: [DAGLI ALLOW; [CONT INHERITILINHERIT ONLY1; [CTL]1;Reset Password;user;CONTOSONEd.Price
>nT8ecurityDescriptor: [DACLI ALLOW; [GONT INHERIT1; [READ PROP][HRT PROP],gPOptlons;;CONTOSO\Ed Price

>nT8ecurityDescriptor: [DACLI ALLOW; [CONT INHERIT1; [READ PROPILWRT PROP1;gPLink;;CONTOSONEd.Price

>nT8ecurityDescriptor: [DACLI ALLOW; [CONT INHERIT 1{ INHERIT ONLY 1; [READ PROFPIILWRT PROF1;member;group; CONTOSOWEd.Price

JHISECUFIL JDEECPIptor: LDACLT ALLUW; 3 LFCT1533MI AOIAURI Y 5% 5 LEM

*nTSecurityDescriptor: [DACL] ALLOW;; [FC1;; ;CONTOS0\Domain Admins

>nTSecuritylescriptor: [DACL] OBJ ALLOW; ; [CR CHILDIIDEL CHILD];computer;;BUILTIN“Account Operators

>nTSecuritylescriptor: [DACL] OBJ ALLOW;; [ICR CHILDIIDEL CHILD];user;;BUILTIN“fAccount Operators

>nTSecurityDescripto [DACL] OBJ ALLOW;; [CR CHILDIIDEL CHILDI;group;;BUILTIN“Account Operators

>nTSecurityDescripto [DPACL] OBJ ALLOW; ; [CR CHILDIIDEL CHILD];printQueue; ;BUILTINSFrint Operators

>nTSecuritylescripto [PACL] ALLOW; 5 [LIST CHILDRENILREAD PROPILLIST OBJILREADI;;;HI AUTHORITY“Authenticated Users
>nTSecuritylescriptor: [DACLI ALLY [LIST GHILDREN1LREAD PROPILLIST OBJILREA "'HT AUTHORITYSENTERPRISE DOMAINM CONTROLLERS
>nTSecuritylescriptor: [DACL] OBJ ALLOW;; [ICR CHILDIIDEL CHILDI];inetOrgPerson; ILTIN~Account Operators

>nT8ecurityDescriptor: [DACLI] ALLOW; [CONT INHERITILINHERITED]1; [CR CHILDI[LIST CHILDRENILSELF WRTI1L[READ PROPILWRT PROPILLIST OBJILCT
LI1LDELI[READIIWRT PERMS 1[WRT OWNERI;;;BUILTIN“Administrators

>nTSecuritylescriptor: [DACL] ALLOW; [CONT IMHERITILIMHERITEDI;[FC1;;;CONTOSO“Enterprize Admins

>nTSecurityDescriptor: [DACL] ALLOW; [CONT INHERITI[INHERITED]1; [LIST CHILDRENI1;:;;BUILTINNPre—-Windows 2888 Compatihle Access
>nTSecurityDescriptor: [DACLI OBJ ALLOW; [CONT INHERIT][INHERIT ONLY ILINHERITED1; [READ PROP1;Remote ficcess Information;user;BUILTINY|
Pre—-Windows 2888 Compatible fAcces

>nTSecurityDescriptor: [DHCL] OBJ ALLOW; [CONT INHERITILIMHERIT OMLY1LINHERITEDI; [READ PROFP1;General Information;user;BUILTIN-Pre-Ui|
ndows 2888 Compatible fAcces

>nTSecurityDescriptor: [DHCL] OBJ ALLOW; [CONT IMHERITILIMHERIT OMLY1LINHERITED1; [READ PROP1;Group Membership;user;BUILTINNPre-Windo
ws 2008 Compatible Access

>nTSecurityDescriptor: [DACL] OBJ ALLOW; [CONT INHERITILIMHERIT ONLY J[LINHERITED]1; [READ PROPl;fAccount Restrictions;user;BUILTIN-Pre—W
indows 2888 Compatibhle Access

>nTSecurityDescriptor: [DACLI OBJ ALLOW; [CONT INHERITILIMHERIT ONLY1LINHERITED]; [READ PROPI;Logon Information;user;BUILTIN\Fre—Windhd

Now, we can view Ed.Price delegation permissions and all other permissions on Employee organization unit.



When we need to view delegation permission for specific User or Group, we run this command, here we will view just
Ed.Price delegation permissions on Employee organization unit:

Adfind -b "OU=Employee,DC=Contoso,DC=Com" -s subtree —f (objectClass=organizationalUnit) nTSecurityDescriptor -
sddl++ -resolvesids -sddlfilter ;;;;;" CONTOSO\Ed.Price" -sddInotfilter ;inherited -recmute

Administrator: Command Prompt

C:slUserssAdninistrator>Adf ind —b "OU=Employee.DC=Contoso.,.DC=Com" -z subtree —f (objectClass=organizationallnit?> nTSecurityDescripto
r —sddl++ -resolvesids —sddlfilter

AdFind U81.45.88cpp Joe Richards (joePjoeware.net? March 2811

Using server: DC1l.contoso.com:38%
Directory: Windows Server 20088

dn :0U=Employee.DC=contoso.DC=com

>nT8ecurityDescriptor: [DACLI ALLOW; [CONT INHERITILINHERIT OMLY1;[FC];;iuser;CONTOSONEd. Price

>nT8ecuritylescriptor: [DACLI ALLOW; [CONT INHERIT1; [CR CHILDIIDEL CHILD]l;user;;CONTOSONEd.Price

>nT8ecurityDescriptor: [DACLI ALLOW; [CONT INHERITILINHERIT OHNLY1; [READ PROPIL[WRT PROPI;puwdLastS8et;user;CONTOSONEd.Price
>nTSecurityDescriptor: [DACLI ALLOW; [CONT INHERITILINMHERIT OMLY1;[CTL]1;Reset Password;user;CONTOSONEd.Price
>nT8ecuritylescriptor: [DACLI ALLOW; [CONT INHERIT1; [READ PROPIL[WRT PROP1;gPOptions;; CONTOSONEd.Price
>nT8ecuritylescriptor: [DACLI ALLOW; [CONT INHERIT1; [READ PROPIIWRT PROP]1;gPLink; ;CONTOSONEd.Price
>nT8ecurityDescriptor: [DACLI ALLOW; [GONT INHERITILINHERIT OHNLY1; [READ PROPII[WRT PROPI1;member;group;CONTOSONEd.Price

1 Obhjects returned

C=s\Users“Admninistrator’?

Ed.Price

Now, | need all Ed.Price delegation permissions on all OUs in Domain. | run this comman

Adfind -b "DC=Contoso,DC=Com" -s subtree —f (objectClass=organizationalUnit) nTSecurityDescriptor -sddl++ -
resolvesids -sddlfilter ;;;;;" CONTOSO\Ed.Price" -sddInotfilter ;inherited -recmute

AdFind VBl .45_@8cpp Joe Richards (joeBjoeware.net?> March 2811 OU=NewYork
Uzing server: DCl.contoso.com:389 ﬁ

Directory: Windows Server 20088

dn : Ol=NewYork,.DC=contoso,.DC=con

>nTSecurityDescriptor: [DACL] OBJ ALLOW; [CONT INHERITILINHERIT ONLY1;[READ PROPILWRT PROPI;pudLastSet;user;CONTOSONEd.Price
>nTSecurityDescriptor: [DACL] OBJ ALLOW; [COMT IMHERITILIMHERIT ONLY1;[CTLl;Reset Passwords;user;CONTOSONEd.Price
PnT8ecurityDescriptor: [DACLI OBJ ALLOW; [CONT INHERITILINHERIT ONLY1;[FC];;user;CONTOSONEd.Price

>nTSecurityDescriptor: [DACL] OBJ ALLOW; [CONT INHERITI1;[CR CHILDIIDEL CHILD];user;;CONTOSONEd.Price

dn : Q0U=Employee.DC=contoso.DC=com

>nTSecurityDescriptor: [DACLI ALLOW; [CONT INHERITILINHERIT OMLY1;[FC];;user;CONTOSONEd.Price

>nTSecurityDescriptor: [DACLI ALLOW; [CONT INHERIT1; [CR CHILDIIDEL CHILD]1;user;;GONTOSONEd.Price

>nTSecurityDescriptor: [DACLI ALLOW; [CONT INHERITILINHERIT OMNLY1;[READ PROPILWRT PROF]1;pudLastSet;user;CONTOSONEA.Price
>nTSecurityDescriptor: [DACLI ALLOW; [CONT INHERITILINHERIT ONLY1;[CTL1;Reset Password;user;CONTOSO~Ed.Price
>nTSecurityDescriptor: [DACLI ALLOW; [CONT INHERIT1; [LREAD PROPILWRT PROP1;gPOptions;;CONTOSONEd.Price
>nTSecurityDescriptor: [DACLI ALLOW; [CONT INHERIT1; [READ PROPILWRT PROP];gFLink;;CONTOS0~Ed.Price
>nTSecurityDescriptor: [DACLI ALLOW; [CONT INHERITILINHERIT OMLY1;[READ PROPILURT PROFI1;:member;group;CONTOSONEd.Price

2 Objects returned

C:slUserssAdministrator>

Ed.Price has delegarion permissions on NewYork and Employee OUs.

Now, | will view Ed.Price on which Computers has specific permissions in Domain. | run this command:




Adfind -b "DC=Contoso,DC=Com" -s subtree —f (objectClass=computer) nTSecurityDescriptor -sddl++ -resolvesids -
sddlfilter ;;;;;"CONTOSO\Ed.Price" -sddInotfilter ;inherited -recmute

rator: Command Prompt
CosUserssAdmini rator>Adf ind -b "DC=Contoso.DC=Con" -z subtree —f (objectClass=computerd nTSecurityDescriptor -sddl++ —resolvesids
—sdd1filter 3;;;;"CONTOSONEd.Price" —sddlnotfilter ;inherited —recmute
AdFind UB1 .45.@88cpp Joe Richards (joeljoeware.net? March 2811

Using server: DC1l.contoso.com:38%
Directory: Windows Server 20885

dn : CN=CLIENT1 .CH=Computers,.DC=contoso.DC=co

>nISecurityDescriptor: [DACLI ALLOW;; [LIST CHILDREN1LREAD PROP1LREADI;; ;GONTOSONEd . Price CLIENT1 computer
>nTSecurityDescriptor: [DACL] OBJ ALLOW; ; [CTL1;Reset Password;;GCONMTOSONEd.Price

.CN
)I'ITSECI.ll‘lty i 53 ;CONTOSO~Ed .Price NPS compUter

2 Objects returned
C:\Users“Administrator’

Ed.Price has specific permissions on NPS and CLIENT1 computers.

Dsacls Tool

Dsacls is the other tool that we can for managing Active Directory permissions from the command line. Dsacls is part of
the Server 2003 Support Tools r#, but from Windows Server 2008 is integrated in the operating system.

We can view all permission for the Employee organization unit with the following command:

Dsacls OU=Employee,DC=Contoso,DC=Com



Fov.| Administrator: Command Prompt

= 911\HdministratoPHDsacls OU=Employee . DC=Contoso.DC=Com
hoces ist:
ffective Permissions on this object are:=
ieny Evervone SPECIAL ACCESS
DELETE
DELETE TREE
1low NT AUTHORITY-SYSTEM FULL CONTROL
1low CONTOS0~Domain Admins FULL CONTROL
1low NT AUTHORITY“Authenticated Users SPECIAL ACCESS
READ PERMISSONS
LIST CONTENIS
READ PROPERTY
LIST OBJECT
NT AUTHORITYSENTERPRISE DOMAIN CONTROLLERS SPECIAL ACCESS
READ PERMISSONS
LIST CONTENIS
READ PROPERTY
LIST OBJECT
BUILTIN“Administrators %EEE%%L ACCESS <Inherited from parent>
READ PERMISSONS
WRITE PERMISSIONS
CHANGE OUWNERSHIP
CREATE CHILD
LIST CONTENTS
WRITE SELF
WRITE PROPERTY
READ PROPERTY
LIST OBJEGT
CONTROL ACCESS
CONTOS0~Enterprisze Admins FULL CONTROL <Inherited from parent>
BUILTIN~Pre—Windows 2088 Compatible fAccess SPECIAL ACCESS <Inherited from parent?
LIST CONTENIS
CONTOSO0NEd.Price SPECIAL ACCESS for user
CREATE CHILD
DELETE CHILD
BUILTIMN“~Account Operators SPECIAL ACCESE fox computer
CREATE CHILD
DELETE CHILD
BUILTIN~Account Operators SPECIAL AGCESS for user
CREATE CHILD
DELETE CHILD
BUILTIN~fAccount Operators SPECIAL ACCESS for group
CREATE CHILD
DELETE CHILD
BUILTIN~Print Operators SPECIAL ACCESE for printQueue
CREATE CHILD
DELETE CHILD
BUILTIN~fAccount Operators SPECIAL ACCESS for inetOrgPerson
CREATE CHILD
DELETE CHILD
COMTOS0NEd.Price SPECIAL AGCESS for gPOptions
WRITE PROPERTY
READ PROPERTY
CONTOSO0NEd.Price SPECIAL ACCESS fowx gPLink
WRITE PROPERTY
READ PROPERTY
NI AUTHORITY“SELF SPECIAL ACCESS fox Private Information <{Inherited from paremt

The all permissions for the Employee organization unit in a .TXT are listed with the following command:
Dsacls OU=Employee,DC=Contoso,DC=Com > C:\Dsacls.txt

The default permissions of the Employee organization unit in the domain can be reset as follows:
Dsacls OU=Employee,DC=Contoso,DC=Com /S

The permissions of an specific User or a Group can be removed with this command (example, User=Ed.Price,
OU=Employee, Domain=Contoso.com):

Dsacls OU=Employee,DC=Contoso,DC=Com /R Contoso.com\Ed.Price

We can use userPrincipalName (UPN) in this command too:

Dsacls OU=Employee,DC=Contoso,DC=Com /R Ed.Price@Contoso.com

QUEST PowerShell Commands for Active Directory

QUEST PowerShell Commands for Active Directory is the other Free tool that we can use for managing Active Directory
permissions from the PowerShell command line. You can download QUEST Free PowerShell Commands for Active

Directory from here.

| used Windows PowerShell ISE in this example with QUEST PowerShell. Open Windows PowerShell ISE with Run as
administrator.
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Run the following command to load the Quest PowerShell commands.

Add-PSSnapin Quest.ActiveRoles. ADManagement
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PS5 C:\Usersh\Administrator> Add-PSSnapin Quest.ActiveRoles.ADManagement

PS C:\Users=\Administrator>
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ol & & 5 8|97 Joele o e

Now, we can view all permission for the Delegation organization unit with the following command:

Get-QADObject 'contoso.com/delegation' -SecurityMask Dacl | Get-QADPermission -UseExtendedMatch -Inherited -
SchemabDefault -Property (‘'sAMAccountName','name’')
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1 Get-0ADObiect "contoso.com/Delegation’ -SecurityMask Dacl | Get-QADPermission -UseTokenGroups -UseExtendedMatch -Inherited -SchemaDefault -Property ('sAMAccountName' '-'m:l_eJ = |
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Dacl | Ge UseExtendedMatch -Inh chemaDefault

Mar
Rights Si AppliesTo |~
NT AUTHORITY\ENTERPRISE DOMAIN CONTRQ... Special This obhject only
NT AUTHORITYM\Authenticated Users Special 4 This object only =
NT AUTHORITY\SYSTEM Full control ! This object only
CONTOSO\Domain Admins Full contral This object only
CONTOSONAccount Operators Create/Delete user This object only
CONTOSD\Account Operators y group 4 This object only
CONTOSO\Account Operators inetOrgPerson This object only
CONTOSONAccount Operators computer This object only
CONTOSD\Print Operataors printQueue This object only
r.mueller Full contraol inherited Child user objects
r.mueller Create/Delete user dinherited This ebject and all child objects
SecGlobalGroup Read/Write gPOptions inherited This object and all child objects
SecGlobalGroup Read/MWrite gPLink inherited This object and all child objects
Read/Write pwdlLastSet anherited €Child user objects
Re=zet Password Not inherited Child user objects
Permissions Change Password Inherited Child user objects
Permissions Reset Password Inherited Child user objects
Special Inherited Child user objects
Compatible Read Account Restrictions Inherited Child inetOrgPerson objects
2000 Compatible / Read Account Restrictions Inherited Child user objects
CONTOSO\Pre-Windows 2000 Compatible Read Logon Information Inherited Child inetOrgPerson objects
CONTOSD\Pre-Windows 2000 Compatible ; Read Logon Information Inherited Child user objects
CONTOS0\Pre-Windows 2000 Compatible ! Read Group Membership Inherited Child inetOrgPerson objects
CONTOS0\Pre-Windows 2000 Compatible ! Read Group Membership Inherited Child user objects
CONTOSD\Pre-Windows 2000 Compatible / Read General Information Inherited Child 1netOrgPersan objects
CONTOS0\Pre-Windows 2000 Compatible Read General Information Inherited Child user objects
Pre-Windows 2000 Compatible Read Remote Access Information Inherited Child inetOrgPerson objects
Pre-Windows 2000 Compatible ! Read Remote Access Information Inherited Child user objects
Exchange Windows Permissions Create inetOrgPerson Inherited object and all child objects
CONTOSD\Exchange Windows Permissions Create computer Inherited object and all child objects
CONTOSD\Exchange Windows Permissions Create group Inherited is object and all child objects
CONTOSO\Exchange Windows Permissions Create organizationalUnit Inherited object and all child objects
CONTOSD\Exchange Windows Permissions Create user Inherited 15 object and all child objects -
CONTOSD\Exchange Windows Permissions Create contact Inherited is object and all child objects =

SD\Exchange Servers Read Exchange Personal Information Inherited is object and all child objects
Servers Read canonicalName Inherited is object and all child objects

Completed tnlcol127 | — ——— 100%

But, we will view just delegation permission for the Delegation organization unit with the following command:

SDeleg=Get-QADObject 'contoso.com/delegation’ -SecurityMask Dacl -SizeLimit 0 | Get-QADPermission -
UseTokenGroups
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Now, run the following command:

SDeleg | FT Account,TargetObject,Rights,RightsDisplay
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$Deleg=Get-QADDbject "contoso.com/Delegation”-SecurityMask Dacl -5izelimit 0 | Get-QADPermission -UseTokenGroups
i

$Deleg | FT Account,TargetObject,Rights,RightsDisplay -AutoSize

Account TargetObject ay

CONTOSONr . mueller 0U=Delegation,DC=Contoso, DC=com Genericall Full control
CONTOSO0Y . mueller DU=Delegation,DC=Contoso, DC=com CreateChild, DeleteChild Create/Delete user
CONTDSO0)\SecGlobalGroup OU=Delegation,DC=Contoso, DG ReadProperty, WriteProperty Read/Write gPOptions
CONTOS0% SecGlobalGroup OU=Delegation,DC=Contoso, DC ReadProperty, WriteProperty Read/Write gPLink
CONTOS0% SecGlobalGroup OU=Delegation,DC=Contoso, DG ReadProperty, WriteProperty Read/Write pwdlLastSet
CONTOSONSecGlobalGroup OU=Delegation,DC=Contoso, DC= ExtendedRight Reset Password

As you see, a user (r.mueller) and a group (SecGlobalGroup) have delegation permission, but who is member of this
group?

We use this command to see who is member of SecGlobalGroup group:

Get-QADGroupMember "SecGlobalGroup" -indirect
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‘Delegation”-SecurityMask Dacl -SizeLimit 0 | Get-QADPermi

$Deleg | FT Account,TargetObject,Rights,RightsDisplay -AutoSize

TargetObject Rights RightsDisplay

mueller 0U=Delegation,DC=Contoso, DC=com GenericAll Full control
A\r.mueller 0OU=Delegation,DC=Contoso,DC=com CreateChild, DeleteChild Create/Delete user
cGlobalGroup OU=Delegation,DC=Contoso,D=com ReadProperty, WritePrope /Wirite gPOptions
\SecGlobalGroup DU=Delegation,DC=Contoso, \ ritePr /Wirite gPLink
CONTOS0%SecGlobalGroup OU=Delegation,DC=Contoso,DC=com ReadProperty, WriteProperty Read/Write pwdlLastSet
CONTOS0\5ecGlobalGroup OU=Delegation,DC=Contoso,DC=com ExtendedRight Reset Password

PS5 C:\> Get-QADGroupMember "SecGlobalGroup” -indirect

Name Type DN

SecDLGroup group CN=SecDLGroup,CN=Users ,DC=Contoso, DC=com
Ed Price user CN=Ed Price,0U=MSFT,DC=Contoso,DC=com
user 2 user CN=user 2,0U=M52,DC=Contoso,DC=com

As you see, two users (Ed Price & user 2) and a group (SecDLGroup) have delegation permission too.

SecGlobalGroup has direct
delegation permission

& “_'_'_'_._._'_._._'_._._._'_r Ed price

SecOLlGroup

1 / £ =
——— @ Delegation Organisationseinhsit

User 2

SecGlobalgroup

Now, we will see which delegation permission has Ed Price on all objects in domain, we run the following command:

SDeleg=Get-QADObject -SecurityMask Dacl -SizeLimit 0 | Get-QADPermission -Account ('contoso\ed.price') -Inherited
-SchemabDefault -Verbose -UseTokenGroups
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Now, run the following command:

SDeleg | FT Account,TargetObject,Rights,RightsDisplay

jDeleg | FT Account,TargetObject,Rights,RightsDisplay -AutoSize
Account TargetObject Rights

CONTOSO\Users CN=Mi crosoftDNS,CN=5System, DC=Contoso, DC=com GenericRead Special

CONTDS0Y SecGlobalGroup CONTDSO\WINXPS ExtendedRight Reset Password
CONTOS0NSecGlobalGroup CONTOSO\WINXPS ReadProperty, WriteProperty rite pwdLastSet
CONTDS0N SecGlobalGroup CONTOSO\WINXPS ReadProperty, WriteProperty rite gPLink
CONTDS0Y SecGlobalGroup CONTOSO\WINXPS ReadProperty, WriteProperty rite gPOptions
CONTDSONSecGlobalGroup CN=Windows Virtual Machine,CN=WINXP,0U=Delegation,D =Contoso,DC=com ExtendedRight
CONTDS0NSecGlobalGroup CN=Windows Virtual Machine,CN=WINXP,0U=Delegation,DC=Contoso,DC=com ReadProperty, WriteProperty

CONTDS0N SecGlobalGroup CN=Windows ¥irtual Machine,CN=WINXP,0U=Delegation,DC=Contoso,DC=com ReadProperty, WriteProperty
CONTOSO0\SecGlobalGroup CN=Windows Virtual Machine,CN=WINXP,0U=Delegation,DC=Contoso,DC=com ReadProperty, WriteProperty

CONTDSON ed. price QU=MVP,DC=Contosao, om ReadProperty, WriteProperty /Write pwdLastSet
CONTOSOed. price 0OU=MVP ,DC=Contoso, om ExtendedRight Password
CONTOSONed. price ecGlobalGroup ExtendedRight Password
CONTOSON ed. price ecGlobalGroup ReadProperty, WriteProperty rite pwdLastSet
CONTDS0Y SecGlobalGroup ExtendedRight Password
CONTDS0Y SecGlobalGroup ReadProperty, WriteProperty i pwdLastSet
CONTDSOM SecGlobalGroup ReadProperty, WriteProperty 1 gPLink
CONTDS0N SecGlobalGroup ReadProperty, WriteProperty 1 gPOptions
CONTDSOY SecGlobalGroup OU=Delegation,DC=Contoso, DC ReadProperty, WriteProperty i gPOptions
CONTOS0% SecGlobalGroup OU=Delegation,DC=Contoso, DC ReadProperty, WriteProperty 1 gPLink
CONTDS0Y SecGlobalGroup OU=Delegation,DC=Contoso,DC ReadProperty, WriteProperty i pwdLastSet
CONTDSO0YSecGlobalGroup OU=Delegation,DC=Contoso, DC ExtendedRight Reset Password
CONTDS0Y SecGlobalGroup ExtendedRight

CONTOSON SecGlobalGroup ReadProperty, WriteProperty

CONTDS0N SecGlobalGroup ReadProperty, WriteProperty

CONTDS0N SecGlobalGroup ReadProperty, WriteProperty rite gPOptions

Other example, we will show who has WriteProperty Right on Ed Price user account, run the following command:

Get-QADUser 'contoso\ed.price' -SecurityMask Dacl | Get-QADPermission -Rights 'WriteProperty' -
UseExtendedMatch -Inherited -SchemaDefault -Verbose -Allow -Property ('sAMAccountName','name’)

Script

Get-QADUser -SecurityMask Dacl -SizeLimit O
pa %

| Get-QADPermission -Rights 'WriteProperty’ -UseExtendedMatch -Inherited -SchemaDefault -Verbose -Allow -P
ibut 1 i n: P C FT/Ed Price’

Account Source AppliesTo
NT AUTHORITY\SYSTEM Full control AD Default is object only
SOM\Account Operators Full control AD Default is object only
SOo\Domain Admins Full control AD Default object only

xchange Windows Permissions Write sAMAccountName Inherited object and all child objects
e Admins Full control Inherited is object and all child objects
Special Inherited is object and all child objects

With PowerShell you can find more examples, here is a very good article:

Best Practice: How to delegate AD permission to Organisational Units using the PowerShell command Add-
QADPermission (Alan Burchill - MVP) - http://www.grouppolicy.biz/2010/09/how-to-delegate-ad-permission-to-
organisational-units-using-the-powershell-command-add-gadpermission/

AD ACL Scanner 1.2



Robin Granberg (MSFT) created a great PS GUI Tool. This tool creates reports of the access control list for all of your
Active Directory objects. With these reports you can see what/where and when permissions have been set.

o AD ACL Scanner
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